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Securing Outsourced Consumer Data 

Ponemon Institute, February 2013 
 
Part 1. Introduction 
 
We are pleased to present the findings of Securing Outsourced Consumer Data conducted by 
Ponemon Institute and sponsored by Experian® Data Breach Resolution. The purpose of the 
study is to understand the frequency of data breaches when consumer data is outsourced, steps 
taken to ensure vendors’ data stewardship and differences in privacy and security practices 
between companies that outsource and their vendors.  
 
According to the findings: 
 
 Sixty-five percent have had a breach involving consumer data outsourced to a vendor 
 Sixty-four percent say it has happened more than once but 19 percent do not know how often 
 The most common root causes are negligence and lost or stolen devices 
 Fifty-six percent took no action against the vendor following the data breach 
 
In this study, we surveyed 748 individuals in organizations that transfer or share consumer data 
with vendors. Screening criteria were used to ensure respondents had a material role in vendor 
management in their organizations. The following is a breakdown of the roles: 35 percent work in 
procurement, 20 percent are in corporate IT and 15 percent work in business units. Fifty-eight 
percent are at the supervisor or higher level.  
 
According to these respondents, the primary business reasons their organizations transfer 
consumer data are for marketing, advertising and promotions, finance and accounting operations, 
outsourced IT operations including cloud services and payment processing. Compliance and 
legal requirements is the business category least outsourced.  
 
The research also provides insights into the practices of third-party vendors entrusted with 
sensitive and confidential consumer information. Fifty-seven percent of respondents say their 
organizations both outsource consumer data to a third party as well as capture and use consumer 
data from other companies. According to the findings of this study, organizations represented in 
this research often make the following mistakes that can lead to a data breach: 
 
Ten mistakes companies often make when outsourcing consumer data to vendors: 
 
1. Do not hold vendors to the same security standards as they do for their own in-house security 

practices. 
2. Do not know how frequently the vendor is losing their consumer data. 
3. Do not take action following a breach such as requiring the vendor to fix the problem (if 

known) that caused the data breach. 
4. Do not require the vendor to conduct an audit and detailed assessment to understand the 

source and cause of the incident. 
5. Accept the fact that most data breaches are discovered by accident and not as a result of 

having appropriate security and controls procedures in place. 
6. Rely on contracts that legally obligate the vendor instead of security certifications or audits of 

the vendor’s security and privacy practices. 
7. Select vendors on quality of service and price, not on their security or privacy practices. 
8. Do not know whether they are monitoring the security and privacy practices of vendors they 

share consumer data with on an ongoing basis. 
9. Depend upon reviews made by purchasing or legal instead of annual self-certifications, 

independent audits or automated monitoring tools. 
10. Do not require background checks for employees who access confidential information. 
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Part 2. Key Findings 
 
Outsourcing consumer data is risky business. In the past 24 months, 65 percent of 
participants say their organization had a breach involving the loss or theft of their organization’s 
information when it was outsourced to a third party.  The majority (64 percent) report that it has 
happened more than once as shown in Figure 1. However, 19 percent could not determine how 
frequent consumer data was lost when entrusted to a third party.  
 
Figure 1. Number of data breaches during the past 24 months

 
Surprisingly, 56 percent took no action following the breach and only 38 percent required the 
vendor to fix the problems that caused the breach. Twelve percent actually terminated the 
business relationship as shown in Figure 2.  
 
Figure 2. Response to the vendor that caused the breach 

 
The most common root causes of these data breaches can be prevented. According to 
respondents, Figure 3 reveals that negligence by employees, contractors and other third parties 
followed by lost or stolen devices are the root causes of most third-party data breaches (45 
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percent and 40 percent, respectively).  These causes can be reduced significantly through 
enforcement of policies and effective training. More difficult to address is the criminal or malicious 
insider, which accounts for 36 percent of the root causes.  
 
Figure 3. Root causes of the data breaches 

 
Security and control procedures are often failing to detect the data breach. According to 
Figure 4, 56 percent say their organization learned about the data breach accidentally. Only 27 
percent say it was their organization’s security and control procedures that uncovered the incident 
and 23 percent say it was the vendor’s procedures that revealed the loss or theft.  
 
Figure 4. Discovery of the data breach event 
More than one response permitted 

 

45% 

40% 
36% 

31% 

18% 18% 
14% 

0% 

5% 

10% 

15% 

20% 

25% 

30% 

35% 

40% 

45% 

50% 

Negligence Lost or stolen 
devices 

Criminal / 
malicious 
insiders 

Systems 
glitches 

Business 
process 
failures 

Cannot 
determine 

External 
attack or 

hacks 

2% 

4% 

9% 

23% 

27% 

29% 

56% 

0% 10% 20% 30% 40% 50% 60% 

Other 

Third-party audits or assessments 

Law enforcement uncovered the incident 

Vendors' security and control procedures 
uncovered the incident 

Security and control procedures uncovered the 
incident 

Customer or consumer complaints 

Accidental discovery 



 

Ponemon Institute© Research Report Page 4 

 
From the vendor’s perspective 
 
Fifty-seven percent of organizations represented in this study are third party vendors that capture 
and use consumer data from both companies and governmental entities. The primary services 
they provide are marketing, advertising and promotions (74 percent), finance and accounting 
operations (68 percent), outsourced IT operations including cloud services (60 percent) and 
payment processing (52 percent) as shown in Figure 5. 
 
Figure 5. Primary reasons for transferring consumer data 
More than one response permitted 

 
Vendors in this study also lost customer data. Thirty-one percent say they have had a breach 
involving data that was entrusted to their organization. Forty-seven percent say these breaches 
occurred at least once (Figure 6). However, 23 percent could not determine the frequency of data 
loss theft. The inability to determine the frequency of data breaches is an indication that many 
organizations do not have appropriate procedures and policies in place to know when these 
incidents occur. 
 
Figure 6. Frequency of a breach involving data that was entrusted to the organization 
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Vendor notification of a data breach is a spurious process. According to Figure 7, only 16 
percent notified the company during or immediately after the investigation and 19 percent say it 
was during or immediately after remediation of the root causes. Forty-seven percent either have 
no timeframe (18 percent) for notification or they do not notify at all (25 percent). Fifty percent say 
it was the responsibility of the client to notify consumers. Only 22 percent say it was their 
responsibility.  
 
Figure 7. When did vendors notify the company about the loss or theft of their data? 

 
 
Negligence tops the root causes of these breaches. Fifty-five percent of respondents point to 
negligent handling of consumer data as the primary cause of the breach as revealed in Figure 8. 
As noted before, this risk can be reduced greatly through training and strict enforcement of data 
handling practices. Following far behind are lost or stolen devices and criminal or malicious 
insiders (39 percent and 33 percent, respectively). The most common devices stolen were 
backup disks or tapes and laptops (49 percent and 47 percent, respectively).  
 
Figure 8. Root causes of the data breaches 
More than one response permitted 
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Vendors suffered financially from the data breach. Figure 9 shows that 44 percent say their 
organization was required to reimburse the company for legal costs or financial losses and 38 
percent say they were required to fix the problems that caused the breach. However, more than 
one-third (35 percent) say the client took no action against their organization. Twenty-five percent 
did report that as a result of the data breach the client terminated the relationship.  
 
Figure 9. Company’s response to the data breach caused by the vendor organization 
More than one response permitted 

 
According to respondents, the main consequences to their organizations were the cost to fix the 
problems (43 percent) and diminished reputation (41 percent) as shown in Figure 10.  Twenty-five 
percent say they lost clients as a result.  
 
Figure 10. Main consequences to this data breach 
More than one response permitted 
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Steps to ensure the security and privacy practices of vendors 
 
Not all organizations evaluate the security and privacy practices of vendors before sharing 
sensitive or confidential information.  Fifty-four percent say they conduct an evaluation of their 
vendors. Figure 11 shows that among those organizations that do an evaluation, the primary step 
is to have a signed contract that legally obligates the vendor (75 percent). Forty-three percent 
obtain evidence of security certification such as ISO 27001. Only 9 percent conduct an audit of 
the vendor’s security and privacy practices.  
 
Figure 11. Vendor evaluations 
More than one response permitted 
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vendors’ ability to secure sensitive data. Quality, price of service and reputation are the top 
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Figure 12. Important attributes in the selection of a vendor 
More than one response permitted 
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Almost half (49 percent) say they do not or are unsure whether they monitor the security and 
privacy practices of vendors they share sensitive or confidential consumer information with on an 
ongoing basis. If they do conduct monitoring, the main procedure is legal or procurement review 
(50 percent), as shown in Figure 13. Only 7 percent require an independent audit or verification 
by a third party, 5 percent require automated monitoring tools and 4 percent require controlled 
self-assessments.  
 
Figure 13. Monitoring procedures to ensure the adequacy of security and privacy practices 
More than one response permitted 
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According to Figure 14, the main reasons for not monitoring are either confidence in the vendor’s 
ability to secure information (64 percent) or the vendor will not allow them to monitor or verify their 
security and privacy practices (57 percent).  
 
Figure 14. Reasons for not monitoring the vendor’s security and privacy practices 
More than one response permitted 
 

19% 

2% 

5% 

11% 

19% 

26% 

48% 

55% 

57% 

64% 

0% 10% 20% 30% 40% 50% 60% 70% 

Unsure 

Other 

Data shared is not considered sensitive 

Insurance limits our liability in case of a data 
breach 

Vendor is subject to data protection regulations 

We rely on the business reputation of the vendor 

Vendor is subject to data protection regulations 

We don’t have resources to monitor/verify 

Vendor will not allow monitoring/verification of 
security & privacy practices 

Confidence in vendor’s ability to secure 
information 



 

Ponemon Institute© Research Report Page 10 

 
Business processes least likely to be outsourced concern security, authentication and 
intellectual property. When asked which functions or business processes they are least likely to 
consider outsourcing to a vendor the majority say it is managed security services (72 percent) 
and identity management and authentication (71 percent), according to Figure 15.  
 
Sixty-four percent say it is research and development and outsourced IT operations, including 
cloud services (62 percent). Respondents believe these are important to keep in house because 
of the confidentiality of the information and the potential impact on business risk. Of least concern 
are marketing, advertising and promotions (11 percent), data analytics (9 percent) and logistics, 
including transportation services (8 percent).  
 
Figure 15. Business processes outsourced 
More than one response permitted 
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Organizations avoid certain countries when outsourcing sensitive data. According to Figure 
16, more than 73 percent are least likely to transfer sensitive or confidential data to China (PRC), 
Russian Federation (67 percent), Pakistan (58 percent) and Afghanistan (53 percent) 
 
Figure 16. Countries viewed as “most risky” for security or privacy considerations 
More than one response permitted 
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Figure 17. Reasons for not transferring sensitive data to certain countries 
More than one response permitted 
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Vetting practices for cloud providers are not likely to be more stringent. Among the 48 
percent who say they have a firm understanding about vendors’ information security, data 
protection and/or privacy practices, only 18 percent say their vetting practices are more stringent 
than with other vendors (Figure 18).  
 
Figure 18. Different vetting practices for cloud versus other vendors 
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Data security posture of companies and their vendors 
 
Companies have higher standards for their in-house data security practices than they 
have for vendors’ security practices. As we have noted, companies are relying on legal 
contracts and not demanding that their vendors have formal privacy and data security practices in 
place. In fact, there is a huge gap between what companies require their IT function to do and 
what they ask of their vendors.  
 
Figure 19 shows the practices with the widest gap (biggest differences). As shown, ensuring 
administrative controls are in place and implementation of separation of duties whenever 
necessary have the widest gap. 
 
Further differences include the following: companies are less likely to require vendors to have 
published privacy and information security policies, system-wide backup processes, ensure 
appropriate administrative controls in place, conduct background checks for employees who have 
access to confidential information. 
 
Figure 19. Differences in security practices between companies and vendors 
The gap is defined as an activity performed in-house versus the same activity required for vendors 
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Part 3. Conclusion 
 
The goal of this research was to better understand what organizations are doing to safeguard 
sensitive consumer data they outsource and how they can improve their ability to achieve privacy 
and security when entrusting this information to third parties. Based on the findings, we 
recommend the following actions: 
 
 Require vendors to have security standards and privacy practices that meet their own 

standards. 

 Have an incident response plan in place should a vendor have a data breach. 

 Hold vendors accountable when they lose consumer data and require them to conduct an 
audit and detailed assessment to understand the source and cause of the incident. 

 Require proof that vendors are addressing their vulnerabilities to mitigate the risk of future 
breaches. 

 Do not rely on legal contracts and indemnification to reduce the potential liability of a 
consumer data breach. 

 Make sure vendors are thoroughly vetted and require proof of compliance with privacy laws. 

 Monitor the security and privacy practices of vendors they share consumer data with on an 
ongoing basis. 

Organizations outsource for a variety of business purposes. The response to the high incidence 
of data breaches should not be to stop or reduce outsourcing. The solution is to work closely with 
vendors to achieve the mutual goal of achieving responsible privacy and security practices. 
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Part 4. Methods 
 
A random sampling frame of 28,006 IT and IT security practitioners located in all regions of the 
United States were selected as participants to this survey. As shown in Table 1, 982 respondents 
completed the survey. After removing 97 surveys that failed reliability checks, the final sample 
was 885 surveys (or a 3.2 percent response rate).  
 

Table 1. Sample response Freq. Pct% 
Total sampling frame 28,006 100.0% 
Total returns 982 3.5% 
Rejected returns 97 0.3% 
Final sample 885 3.2% 

 
As noted in Table 2, the respondents’ average (mean) experience in IT, IT security or related 
fields is 10.31 years.   
 
Table 2. Other characteristics of respondents Mean Median 

Total years of relevant experience  10.31 12.0 
Total years in your current position 6.05 6.5 

 
Pie Chart 1 reports the industry segments of respondents’ organizations. This chart identifies 
financial services (18 percent) as the largest segment, followed by health & pharmaceutical (13 
percent) and health and pharmaceutical (11 percent). 
 
Pie Chart 1. Industry distribution of respondents’ organizations 
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Pie Chart 2 reports the respondent’s organizational level within participating organizations. By 
design, 58 percent of respondents are at or above the supervisory levels.  
 
Pie Chart 2. What organizational level best describes your current position? 

 
 
Pie Chart 3 shows 35 percent of respondents indicated their department reports directly to 
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Pie Chart 3. Where does your department report to within the organization? 
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More than half of the respondents (73 percent) are from organizations with a global headcount of 
over 1,000 employees, as shown in Pie Chart 4. 
 
Pie Chart 4. Global headcount 

 

13% 

14% 

26% 

30% 

11% 

6% 

Less than 500  

500 to 1,000  

1,001 to 5,000  

5,001 to 25,000  

25,001 to 75,000  

More than 75,000  



 

Ponemon Institute© Research Report Page 18 

Part 5. Caveats 

There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings. The following items are specific limitations that are germane to 
most web-based surveys. 

Non-response bias: The current findings are based on a sample of survey returns. We sent 
surveys to a representative sample of individuals, resulting in a large number of usable returned 
responses. Despite non-response tests, it is always possible that individuals who did not 
participate are substantially different in terms of underlying beliefs from those who completed the 
instrument.  
 
Sampling-frame bias: The accuracy is based on contact information and the degree to which the 
list is representative of individuals who are responsible vendor outsourcing in their organizations.  
These can include procurement, corporate IT, business units, corporate security and others. We 
also acknowledge that the results may be biased by external events such as media coverage. We 
also acknowledge bias caused by compensating subjects to complete this research within a 
holdout period.  
 
Self-reported results: The quality of survey research is based on the integrity of confidential 
responses received from subjects. While certain checks and balances can be incorporated into 
the survey process, there is always the possibility that a subject did not provide a truthful 
response.  
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Appendix: Detailed Survey Results 
 
The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study. All survey responses were captured in September 2012. The 
final sample after reliability checks and screening is 748 individuals with bona fide credentials. 
 
Sample response Freq Pct% 
Total sampling frame  28,006  100.0% 
Total returns  982  3.5% 
Total rejections  97  0.3% 
Screened surveys  137  0.5% 
Final sample  748  3.2% 
   
Part 1 Screening question   
S1. Does your organization transfer or share consumer data with vendors for 
any of the following functions or processes in the normal course of business? Freq Pct% 
Yes  748  85% 
No (Stop)  96  11% 
Unsure (Stop)  41  5% 
Total  885  100% 
   
Part 2. Does your organization transfer consumer data to vendors for business 
purposes?  
Q1. What are the primary reasons why your organization transfers consumer 
data in the normal course of business? Please check all that apply. Pct%  
Marketing, advertising and promotions 74%  
Finance and accounting operations 68%  
Outsourced IT operations including cloud services 60%  
Payment processing 52%  
Call centers and customer service operations 47%  
Application development and testing 42%  
Data analytics 39%  
Research and development 26%  
Identity management and authentication 26%  
Managed security services 25%  
Logistics including transportation services 24%  
Sales management 24%  
Compliance and legal requirements 18%  
   
Q2a. Did one of your vendors ever have a data breach involving the loss or 
theft of your organization's information? Pct%  
Yes 65%  
No & Unsure (Go to Part 3) 35%  
Total 100%  
   
Q2b. How many times has this happened over the past 24 months? Pct%  
None 6%  
Once 11%  
2 to 3 23%  
4 to 5 19%  
6 to 10 12%  
More than 10 10%  
Cannot determine 19%  
Total 100%  
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Q2c. What were the root causes of these data breaches? Pct%  
Negligence 45%  
Lost or stolen devices 40%  
Criminal or malicious insiders 36%  
Systems glitches 31%  
Business process failures 18%  
External attack or hacks 14%  
Cannot determine 18%  
Total 202%  
   
Q3a. Did any of the data breaches caused by a vendor require notification to 
consumers (victims)? Pct%  
Yes 23%  
No 59%  
Unsure 18%  
Total 100%  
   
Q3b. Who was responsible for notifying consumers (victims) about the data 
breach? Pct%  
Our organization 31%  
The vendor 39%  
Both are responsible 18%  
Unsure 12%  
Total 100%  
   
Q4. If the data breach was due to a lost or stolen device, what type of device 
was involved in this incident? Pct%  
Laptop 48%  
Desktop 15%  
Backup disks or tapes 14%  
USB memory stick 11%  
Smart phone 9%  
Tablet 6%  
Servers 4%  
Edge device 3%  
Fax, printers & copy machines 2%  
Routers 1%  
Other 5%  
Total 118%  
   
Q5. How did your organization learn about or discover the data breach event? Pct%  
Accidental discovery 56%  
Customer or consumer complaints 29%  
Our organization's security and control procedures uncovered the incident 27%  
Vendors' security and control procedures uncovered the incident 23%  
Law enforcement uncovered the incident 9%  
Third-party audits or assessments 4%  
Other 2%  
Total 150%  
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Q6. What was your organization’s response to the vendor causing the data 
breach? Pct%  
No action was taken 56%  
Required the vendor to fix the problems that caused the breach 38%  
Required the vendor to reimburse my organization for legal costs or financial 
losses 33%  
Initiated legal action against the vendor 23%  
Negotiated a fee reduction or an economic settlement 21%  
Conducted an audit or detailed assessment of the vendor 15%  
Termination of the business relationship 12%  
Other 3%  
Total 201%  
   
Part 3. Is your organization a vendor that captures and uses consumer data from other companies? 
Q7. Is your organization a vendor to business or governmental entities 
(companies)? Pct%  
Yes 57%  
No & Unsure (Go to Part 4) 43%  
Total 100%  
   
Q8a. Did you ever have a breach involving data that was entrusted to your 
organization as part of the vendor relationship? Pct%  
Yes 31%  
No & Unsure (Go to Part 4) 69%  
Total 100%  
   
Q8b. What are the primary services your organization provides other 
companies as part of the vendor relationship? Please select all that apply Pct%  
Marketing, advertising and promotions 74%  
Finance and accounting operations 68%  
Outsourced IT operations including cloud services 60%  
Payment processing 52%  
Call centers and customer service operations 47%  
Application development and testing 42%  
Data analytics 39%  
Research and development 26%  
Identity management and authentication 26%  
Managed security services 25%  
Logistics including transportation services 24%  
Sales management 24%  
Compliance and legal requirements 18%  
Other 10%  
Total 534%  
   
Q8c. How many times has this happened over the past 24 months? Pct%  
None 30%  
Once 25%  
2 to 3 13%  
4 to 5 8%  
6 to 10 1%  
More than 10 0%  
Cannot determine 23%  
Total 100%  
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Q9. When does your organization typically notify this company about the loss 
or theft of their data? Pct%  
Immediately upon discovery 6%  
During or immediately after the investigation 16%  
During or immediately after remediation of the root causes 19%  
No set timeframe for notification 18%  
We don't notify 29%  
Unsure 12%  
Total 100%  
   
Q10. What were the root causes of these data breaches? Pct%  
Negligence 55%  
Lost or stolen devices 39%  
Criminal or malicious insiders 33%  
Systems glitches 24%  
Business process failures 16%  
External attack or hacks 11%  
Cannot determine 20%  
Total 198%  
   
Q11. If the data breach was due to a lost or stolen device, what type of device 
was involved in this incident? Pct%  
Backup disks or tapes 49%  
Laptop 47%  
USB memory stick 9%  
Desktop 9%  
Smart phone 8%  
Tablet 5%  
Servers 5%  
Edge device 1%  
Fax, printers & copy machines 1%  
Routers 1%  
Other 6%  
Total 141%  
   
Q12. Who was responsible for notifying consumers (victims) about the 
breach? Pct%  
Our organization (the vendor) 22%  
The company (business customer or client) 50%  
Both are responsible 18%  
Unsure 10%  
Total 100%  
   
Q13. What was the company’s response to this data breach caused by your 
organization? Pct%  
We were required to reimburse the company for legal costs or financial losses 44%  
We were required to fix the problems that caused the breach 38%  
No action was taken 35%  
The company terminated the business relationship 25%  
We negotiated a fee reduction or an economic settlement 20%  
The company initiated legal action against us 18%  
The company conducted an audit or detailed assessment of our organization 11%  
Other 3%  
Total 194%  
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Q14. What were the main consequences to this data breach? Please check 
your top two choices. Pct%  
Costs to fix problems 43%  
Diminished reputation 41%  
Diminished productivity 33%  
Lost revenue 26%  
Customer turnover (churn) 25%  
Lawsuits 17%  
Regulatory action 5%  
Other 2%  
Total 192%  
   
Part 4. What steps does your organization take to ensure vendors' data stewardship?  
Q15a. Do you evaluate the security and privacy practices of vendors before 
you engage them in a business relationship that requires the sharing of 
sensitive or confidential information? Pct%  
Yes 54%  
No & Unsure (Go to Part 5) 46%  
Total 100%  
   
Q15b. How do you perform this evaluation? Please check all that apply. Pct%  
Acquire signature on contracts that legally obligate the vendor 75%  
Obtain indemnification from the vendor in the event of a data breach 49%  
Obtain evidence of security certification such as ISO 27001 43%  
Obtain references from other organizations that engage the vendor 24%  
Review written policies and procedures 21%  
Obtain a self-assessment conducted by the vendor 20%  
Conduct an audit of the vendor’s security and privacy practices 9%  
Unsure 5%  
Total 246%  
   
Q16. Please choose the attributes that you consider important in the selection 
of the vendor.  Provide only your top four choices. Pct%  
Quality of service 62%  
Price 59%  
Reputation 53%  
Dependability 46%  
Security practices 42%  
Convenience 40%  
Responsiveness 31%  
Interoperability (with in-house systems) 23%  
Availability 19%  
Physical location 16%  
Privacy practices 11%  
Total 400%  
   
Q17a. Do you monitor the security and privacy practices of vendors that you 
share sensitive or confidential consumer information on an ongoing basis? Pct%  
Yes, all vendors 10%  
Yes, only some vendors 41%  
No 42%  
Unsure  7%  
Total 100%  
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Q17b. If yes, what monitoring procedures does your organization employ to 
ensure the adequacy of security and privacy practices? Please select all that 
apply. Pct%  
Legal or procurement review 50%  
Internal audits 22%  
Annual self-certification 16%  
Random tests or spot checks 15%  
Independent audit or verification by a third-party 7%  
Automated monitoring tools 5%  
Controlled self assessments 4%  
Other 3%  
Unsure 21%  
Total 142%  
   
Q17c. If no, why doesn’t your organization monitor the vendor’s security and 
privacy practices?  Please check all that apply. Pct%  
We have confidence in the vendor’s ability to secure information 64%  
The vendor will not allow us to monitor or verify their security and privacy 
activities 57%  
We don’t have the internal resources to monitor or verify 55%  
The vendor is subject to contractual terms 48%  
We rely on the business reputation of the vendor 26%  
The vendor is subject to data protection regulations 19%  
We have insurance that limits our liability in the event of a data breach 11%  
The data shared with the vendor is not considered sensitive or confidential 5%  
Other 2%  
Unsure 19%  
Total 306%  
   
Q18. Do you believe the following are indications or “red flags” that the 
vendor may not be safeguarding the sensitive or confidential information that 
your company entrusts to them?  Please check your top five concerns. Pct%  
History of frequent data breach incidents 73%  
Failed IT security audits, verification or testing procedures 65%  
Overall decline in the quality of the vendor’s services 63%  
Turnover of the vendor’s key personnel 48%  
Lack of screening or background checks for key personnel hired by the 
vendor 45%  
Discovery the vendor uses subcontractors that have access to your 
information  39%  
Legal actions against the vendor 38%  
Outdated IT systems and equipment 35%  
Complaints from customers about privacy or security 31%  
Negative media about the vendor 26%  
IT glitches, operational failures and stoppages 15%  
Poorly written security and privacy policies and procedures 11%  
Lack of security or privacy training for the vendor’s key personnel 9%  
Other 2%  
Total 500%  
   
Q19. Has your organization ever terminated a relationship with a vendor 
because of concerns about security or privacy? Pct%  
Yes 41%  
No 49%  
Unsure 10%  
Total 100%  
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Q20a. What functions or business processes would you be least likely to 
consider outsourcing to a vendor because of security or privacy concerns?  
Please check your top five choices. Pct%  
Managed security services 72%  
Identity management and authentication 71%  
Research and development 64%  
Outsourced IT operations including cloud services 62%  
Payment processing 60%  
Compliance and legal requirements 53%  
Finance and accounting operations 50%  
Sales management 14%  
Application development and testing 13%  
Call centers and customer service operations 12%  
Marketing, advertising and promotions 11%  
Data analytics 9%  
Logistics including transportation services 8%  
None of the above 1%  
Total 500%  
   
Q20b. Why are some of these functions or business processes considered 
very sensitive with regard to security and privacy? Please check your top 
three reasons. Pct%  
Confidentiality of the information 68%  
Potential impact on business risk 66%  
Potential impact on reputation 45%  
Compliance with regulations and laws 36%  
Strict contractual obligations 36%  
Cultural factors that affect the collection, use and storage of information 24%  
National security issues 12%  
Complexity of the business process 11%  
Other 2%  
Total 300%  
   
Q21a. To what countries are you least likely to transfer sensitive or 
confidential data with vendors because of security or privacy considerations? 
Please select no more than 10 countries [pull down menu]. Pct%  
China (PRC) 73%  
Russian Federation 67%  
Pakistan 58%  
Afghanistan 53%  
Vietnam 50%  
Thailand 47%  
Philippines 46%  
Egypt 46%  
Haiti 43%  
Romania 42%  
Indonesia 40%  
Bulgaria 37%  
Mexico 35%  
All others 244%  
Total 880%  
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Q21b. What are the reasons for not transferring sensitive and confidential 
data to vendors in high-risk countries? Please check your top three reasons. Pct%  
Limitations on cross-border data transfers 48%  
Technical backbone is insufficient in terms of meeting security requirements 44%  
Potential impact on reputation for using vendors in high-risk countries 41%  
Frequency of data breach incidents and identity theft crimes 39%  
Difficulty in bring civil actions against non-compliant vendors 35%  
History of lax enforcement for privacy and data protection violations 30%  
Difficult business climate for forcing compliance 22%  
Cultural differences that affect the orientation to good privacy and security 
practices 21%  
Non-existence of privacy and data protection regulations 19%  
Other 2%  
Total 300%  
   
Q22a. Does your organization have a firm understanding about vendors’ 
information security, data protection and/or privacy practices? Pct%  
Yes 48%  
No & Unsure (Go to Part 5) 52%  
Total 100%  
   
Q22b. What percent of your outsourcing relationship involves cloud-
computing providers? Pct%  
None 9%  
1 to 25% 33%  
26 to 50% 28%  
51 to 75% 21%  
76 to 100% 9%  
Total 100%  
   
Q23. Does your organization have different vetting practices for cloud 
providers versus other vendors? Pct%  
Yes, our cloud vetting practices are more stringent than other vendors 18%  
Yes, our cloud vetting practices are less stringent than other vendors 44%  
No 38%  
Total 100%  
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Part 5.  Data security posture of your company and of your vendors   
 Percentage Yes response 

Q24. Following are 25 data security practices many organizations have in 
place. Check each practice that is a requirement within your company by 
selecting Y=Yes. Then check the same practice if it is also considered a 
requirement for vendors who serve your organization. 

Performed 
in-house? 

Required 
for 

vendors? 
Limit access to confidential information on servers and other storage devices 90% 90% 
Limit physical access to data center operations 85% 70% 
Published privacy and information security policies 82% 63% 
Deploy strict identity and authentication procedures over privileged users 77% 73% 
Implement system-wide backup processes 76% 63% 
Install and update anti-virus/anti-malware software on all computing devices 71% 65% 
Ensure appropriate administrative controls are in-place 68% 45% 
Widely disseminate security policies and standard operating procedures 68% 59% 
Implement separation of duties whenever necessary 64% 43% 
Periodically review and update security policies and standard operating 
procedures 64% 50% 
Conduct background checks for employees who access to confidential 
information 62% 48% 
Proof of reasonable information security practices (certification) 61% 43% 
Configure firewalls to provide maximum protection 59% 52% 
Routinely check for unauthorized access to data, systems and physical 
locations 57% 51% 
Encrypt sensitive or confidential information in motion 56% 43% 
Sanitize all storage media prior to reuse or disposal 56% 44% 
Encrypt sensitive or confidential information at rest 55% 43% 
Appoint high-level security leader (a.k.a. CISO) 52% 52% 
Ensure that all system and network configurations are documented 50% 46% 
Systematically monitor networks for suspicious traffic 49% 42% 
Ensure that all sensitive or confidential information is appropriately classified 46% 45% 
Perform risk assessments on systems processing sensitive or confidential 
information 43% 35% 
Require all key employees to undergo basic initial and refresher training 42% 23% 
Periodically review, update and test disaster recovery plans 40% 23% 
Support continuing professional training and education for security personnel 36% 21% 
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Part 6. Your role and organization   
D1. What organizational level best describes your current position? Pct%  
Senior executive/VP 2%  
Director 16%  
Manager 21%  
Supervisor 19%  
Technician 33%  
Associate/staff 2%  
Consultant 1%  
Other 6%  
Total 100%  
   
D2. Where does your department report in the organization? Pct%  
Procurement 35%  
Corporate IT 20%  
Business units 15%  
Corporate security 13%  
Finance and accounting 7%  
Legal 4%  
Compliance 3%  
Internal audit 2%  
Other 1%  
Total 100%  
   
D3. Overall procurement, IT or business experience Mean Median 
Years in your work-related field 10.31 12.0 
Years in present position 6.05 6.5 
   

D5, What is the worldwide headcount of your organization? Pct%  
Less than 500 employees 13%  
500 to 1,000 employees 14%  
1,001 to 5,000 employees 26%  
5,001 to 25,000 employees 30%  
25,001 to 75,000 employees 11%  
More than 75,000 employees 6%  
Total 100%  
   

D6. What industry best describes your organization’s industry focus? Pct%  
Agriculture & food services 1%  
Communication services 3%  
Consumer products 5%  
Defense 2%  
Education & research 3%  
Energy & utilities 5%  
Entertainment & media 2%  
Financial services 18%  
Health & pharmaceutical 13%  
Hospitality 4%  
Industrial 7%  
Public sector 12%  
Retail 10%  
Services 7%  
Technology & Software 3%  
Transportation 5%  
Total 100%  
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For more information about this study, please contact Ponemon Institute by sending an 
email to research@ponemon.org or calling our toll free line at 1.800.887.3118. 
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