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Executive summary

Focus is increasing on detection and management of first party fraud — fraud
perpetrated when consumers apply for credit without intending to fulfill their
payment obligations. Although first-party fraud rates have stayed fairly level over
the past few years, the problem is still significant.This emphasis is driving the
need for more standard operational definitions across the industry to improve
detection efforts.
The good news is that businesses have many opportunities to uncover bottomline savings with a focus on applying analytics and decisioning strategies at
key process points to detect first-party fraud and minimize losses. Every phase
of the Customer Life Cycle — whether it’s prospecting, acquisitions, customer
management or collections — is ripe with possibilities to mitigate fraud losses.
In applying a combination of targeted first-party fraud analytics, regional
segmentation and robust acquisition and customer management decisioning and
treatment strategies, businesses can realize tremendous cost savings.These cost
savings include operational spend reduction, opportunity costs associated with
negative customer experience and fraud loss reduction due to catching fraud
fast — at customer acquisition or shortly thereafter.

The first-party fraud challenge

Experian contends that client awareness of and focus on first-party fraud is
heightened, but definitions of first-party fraud are not consistent from one financial
institution to the next. In fact, the definitions can vary significantly. This overall
ambiguity, combined with a high probability that a large segment of first-party fraud
losses are generically classified as credit loss, makes accurately quantifying the
overall extent of first-party fraud challenging for industry analysts and particularly
challenging for individual financial institutions and other creditors.
®

To provide an approximation of the scope of first-party fraud, Experian conducted
an examination of our consumer credit data (see Appendix A) to identify behaviors
in reported trade histories that are consistent with bust-out and never-pay fraud.
This approach contrasts with most industry studies that rely on fraud data reported
directly by financial institutions themselves. While fraud reporting from financial
institutions can, in one sense, be considered more accurate since it is “confirmed”
fraud, it also can suffer from inaccuracies associated with the subjectivity and
inconsistencies in procedures employed to detect and classify losses as
first-party fraud.
As a result of applying activity-based definitions of first-party fraud unique to
both cases of never-pay fraud and bust-out fraud (see Appendix B), Experian
has established a means to assess first-party fraud rates against a “universe” of
credit-active consumers. When combined with actual validation samples supplied
by financial institutions that provide reported first-party fraud records, this
multifaceted approach provides valuable and actionable insight.
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Experian estimates that first-party fraud rates generally range from 0.75 percent
to 1.5 percent for prime bankcard and demand deposit portfolios. This is
approximately three times the rate of traditional third-party fraud, which tends
to range from 0.25 percent to 0.5 percent. Over the past two years, Experian has
observed fairly consistent first-party fraud rates in sample validations supplied
by financial institutions. However, it is possible that this static fraud rate may
be due to a reduction in nonprime lending rates. Of particular interest is a
substantial variance in fraud rates associated with portfolio quality, type and
geographic region:
• For example, Experian consistently notes much higher (in some cases more than
10 percent) first-party fraud rates in nonprime portfolio validations. It is also
worth noting that nonprime portfolios tend to produce lower third-party fraud
rates (in many cases below 0.10 percent) than prime-rated portfolios.
• Portfolio type also tends to impact first- and third-party fraud rates. For example,
sample validations across cable and telecommunications portfolios have
produced first-party fraud rates ranging from 6 percent to nearly 10 percent.
• While first-party fraud rates associated with schemes such as bust-out fraud
and never-pay fraud have held relatively flat over the past few years, there is a
clear variance in rates per geographic region (see Appendices C through H).
These differences may be of particular use to institutions as they incorporate
risk-assessment policies and decisioning tools targeted at both first-party and
third-party fraud prevention.
Examples:
U.S. region

Bust-out rate1

Never-pay rate1

Midwest

0.7%

0.6%

Northeast

0.8%

0.4%

South

1.0%

0.9%

West

1.2%

0.6%

Total

0.9%

0.6%

When comparing first-party fraud rates to average VantageScore (credit quality)
geographically (see Appendix I), never-pay rates are fairly consistently and
negatively correlated to credit score, while bust-out rates show little correlation
either positively or negatively.
®1

With respect to never-pay activity, while the credit quality calculations tend to
occur after never-pay occurs, the relatively small number of never-pay consumers
and accounts are far too low to substantially impact a region’s credit quality. So,
it stands to hypothesize that individuals with lower credit quality ratings (and in
regions of lower credit quality) are more likely to commit never-pay fraud.
2

VantageScore is owned by VantageScore Solutions, LLC
Rates are based on a 5 percent sample of consumers meeting the Experian definition of bust-out or never-pay behavior
versus the total consumer population and are calculated at the consumer level.
1

®

2
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Combating first-party fraud

The advent of more sophisticated analytics and algorithms designed to detect
first-party fraud activity, such as synthetic identity usage, first payment default
and bust-out schemes, will allow institutions to more properly reclassify (at least
internally) credit losses as first-party fraud losses.
In the current economic environment characterized by revenue pressures that
stem from factors such as fewer profitable consumer transactions and loss of
overdraft fee revenue, many institutions and executives are putting a higher priority
on efforts to reduce credit and fraud losses. In doing so, efforts to segregate
(or segment) first-party fraud from the more generic credit loss “bucket” are paying
dividends in the form of reallocation of collections resources to actual recoverable
delinquencies versus nearly unrecoverable first-party fraud cases.
While regulatory restrictions may prohibit the formal classification of large
segments of first-party fraud as anything other than credit losses (which also
can tend to overinflate reserve requirements), institutions still may find value
in operationally classifying first-party fraud as they eliminate these fraud cases
from costly, yet ineffective, collections treatments. In working with analytics firms
such as Experian, institutions also may be able to implement best practices in
application screening and account management that are designed to detect firstparty fraud well before losses occur or grow to peak levels.

Synthetic identity

Synthetic identity fraud is associated with the creation of a fictitious identity used
to obtain access to credit instruments or other products and services. Most often,
a synthetic identity comprises:
• A fabricated name or slightly altered true name
• An address that can be monitored by, but not linked to, the perpetrator
(for example, a business address or a P.O. Box )
TM

• A Social Security Number (SSN) legitimately issued but belonging to
another person
A synthetic identity can then be “brought to life” by:
• Applying for credit using the identity
• A collusive creditor reporting the identity to credit reporting agencies
• Adding the identity as an authorized user to an existing credit account

Market Insight from Experian | Page 5

First-party fraud — trends, challenges and outlook

Effectively combating losses due to the use of synthetic identity requires, above all,
a stratification of risk segments or categories of synthetic identities. Experian has
created an algorithm designed to categorize synthetic identities into categories of
low risk versus higher risk. The following table provides a snapshot of the possible
risk segments to which identity may be classified:
Category

Legitimate owner — low risk

Likely family member — low risk

Definition of SSN usage
The primary SSN is the shared SSN. Open
tradelines are reporting this shared SSN.
This consumer was the first to actively use
the SSN.

The primary SSN is the shared SSN. Open
tradelines are reporting this shared SSN.
Another consumer was actively using this
SSN prior to this consumer. Last name
and ZIP Code match for both consumers
using this SSN.
TM

Data entry error or discrepancy — low risk

The shared SSN is not the primary SSN.
Open tradelines are reporting this shared
SSN. This shared SSN is numerically
similar to the primary SSN.

Synthetic identity — high risk

The primary SSN is the shared SSN. Open
tradelines are reporting the shared SSN.
Another consumer already was actively
using this SSN prior to this consumer.

Using this categorization, Experian created the following tiered risk segmentation:
• High risk is defined by preempted SSN usage, thin credit file characteristics and
other high-risk conditions
• Medium risk is defined by thin credit file characteristics, nonprimary SSN usage,
and potential SSN transposition or data entry error
• Low risk is defined by primary SSN ownership and usage, potential split credit
file characteristics, and potential family member or household associations
Based on a validation of more than 400 synthetic identities reported by payment
card issuers and randomly selected “good” accounts/identities, the application
of this categorization yields very predictive results in which the high-risk segment
encompasses 41 percent of the synthetic identity fraud cases. Layering the mediumrisk segment adds 35 percent of the fraud cases to yield a 76 percent detection rate
with extremely low false positives associated with misclassification of risk.
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Synthetic identity frauds

Nonfraud sample
1.5% 1.5%

24%
41%

97%

35%

Low

Medium

High

Low

Medium

High

Conclusions

First-party fraud may account for one-quarter or more of total consumer credit
charge-offs in the United States. According to TowerGroup, “major North
American issuers estimate that first-party fraud and credit abuse by cardholders
cause between 5 percent and 35 percent of their total bad-debt write-off.” In
combination with the Federal Reserve assessment that charge-off rates are at
nearly 10 percent of outstanding revolving consumer credit, the problem is clearly
measured in the tens of billions of dollars.
3

4

Aside from the ongoing efforts associated with quantifying actual first-party fraud
loss figures (an exercise to which Experian contributes), there is an opportunity
for lending institutions in many markets to leverage an analytics-based strategy at
multiple points within the Customer Life Cycle.

Riley, Brian. “The Enemy Within: The Threat of First-Party Fraud and Cardholder Abuse in a Weak Economy.” TowerGroup,
March 2009.
3

The Federal Reserve Bank. “Federal Reserve Statistical Release: Net Charge-off and Delinquency Rates on Loans & Leases
at Commercial Banks.” Q1 2010 Web. 30 June 2010 and TSYS: “Recognizing First Party Fraud: Why It’s More Expensive
Than You May Think.” September 2010.
4
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Experian consults with clients to optimize use of various first-party fraud tools
in combination with other internal or external credit risk assessment scores
and policies:

Customer Life Cycle phase

Suggested Experian analytics tools

Prescreen solicitation

Experian Never Pay score
SM

Precise ID first payment default score
SM

Acquisition

BustOut Score

SM

Fraud Shield Score Plus
SM

BustOut Score

SM

Account/Customer management

Synthetic identity algorithm
BustOut Score

SM

Collections

Synthetic identity algorithm

In applying a risk-based approach to first-party fraud detection strategies,
institutions may find substantial savings in the forms of loss reduction and
operational savings associated with:
• Nonacquisition of highest-risk first-party fraud account attempts
• Lower credit lines granted and thus reduced risk for subsequent charge-off
• Segmentation of higher-risk accounts for more stringent account management
treatment strategies (both monetary and nonmonetary)
• Removal of likely first-party fraud accounts and identities from collections
work queues
First-party fraud, whether originating from individual actors or more organized
crime syndicates, is quite difficult to detect via traditional application screening
and account management processes. The difficulty arises from the fact that
the identities either are legitimate or appear legitimate through the creation of
synthetic identities. It is therefore important that binary rules and basic identity
element verification are enhanced with predictive and targeted analytics and
assessment of risk from a more holistic viewpoint. This should occur across
multiple accounts within an institution and, ultimately, across multiple institutions.
This is the view we take at Experian, given our ability to assess risk at the identity
level, not simply the account level.
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Appendix A: Methodology

The study uses data from January through December 2009. The specific accounts
used for this study started to exhibit fraudulent behavior in that time period. In June
2010, the outcomes of these accounts were verified and determined to be either
charged-off and therefore unrecoverable losses or cured accounts if payments
were received.

January 2009–December 2009
Observation window

June 2010
Outcome point

January 2009

June 2010

The study is based on a 5 percent sample of Experian’s File One consumer credit
database. Only credit card and retail card tradelines were used for the study.
Tradelines with no reporting after January 2009 were excluded, as were tradelines
reported as charged-off prior to January 2009.
SM

Appendix B: Definitions

Note that Experian considers never-pay fraud to be an account-level event, while
bust-out fraud is considered a consumer-level event. Therefore, a single account
can be deemed never-pay fraud, but it takes fraudulent or suspicious activity on
more than one account for an event to be classified as bust-out fraud.
Straight-rollers
Both the classification of never-pay frauds and bust-out frauds rely on identifying
accounts that straight-roll. A straight-roller account is defined by Experian as an
account that becomes delinquent and subsequently never shows any attempt to
make payments current. Straight-rollers are identified by finding tradelines with
payment trending that go from current status to 30 days past due, to 60 days past
due, to 90 days past due, and so on, in an ever-increasing manner. Depending on
a card issuer’s policies, delinquent tradelines can be charged off after becoming
120 to 180 days past due.
Never pay
An account is labeled as never-pay if the account is a straight-roller and becomes
delinquent within two months of the open date. The first billing statement is usually
sent out after one month. If that payment is not made, the account will be reported
as delinquent at month two.
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The account-level classification of never pay is aggregated to the consumer level
as follows:
• A consumer is labeled as never-pay if he or she opened at least one payment
card trade in the observation window and at least one of the tradelines is
classified as never-pay
• A consumer is labeled as “good” in a never-pay study if he or she opened at least
one payment card trade in the observation window but none of the newly opened
tradelines is classified as never-pay
Bust-out
The bust-out definition is based on credit cards only (thus excluding retail cards).
Only consumers who are current on all credit card tradelines as of January 2009 are
included in this study. In order to be labeled as bust-out fraud, a consumer must
fulfill the following criteria:
• At least four credit cards are being charged off, or two to three credit cards
are being charged off, if that accounts for at least 50 percent of all credit
card tradelines
• At least 50 percent of the charged-off tradelines are classified as straight-rollers
• All charged-off tradelines became delinquent within a three-month period, and
the date the first trade became delinquent is in the observation window
• Utilization on charged-off tradelines is at least 80 percent on average
• Total charged-off balance on credit cards is at least $2,000
A consumer is labeled as “good” in the bust-out study if no credit card trade is
more than 60 days past due as of the outcome point (June 2010).
Consumers with charged-off tradelines or seriously delinquent tradelines who do
not fit the bust-out definition are counted as neither “good” nor bust-out. Bad credit
and indeterminate accounts (from a bust-out point of view) are thus excluded.

Geographical statistics

For all consumers in both the never-pay and bust-out studies, the ZIP Code for the
best on-file address is appended. The number of “goods” and the number of never
pays and bust-outs are aggregated to the ZIP Code level. Note that the number
of “goods” has a different meaning for never pay and bust-out. For never pay, it
is the number of consumers that opened at least one payment card trade in the
observation window, and none of them is a never-pay. For bust-out, it is the “number
of consumers that were current on all their credit cards as of Jan 2009, and are as of
June 2010 no more than 60 days past due.”
TM
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FIPS

FIPS stands for Federal Information Processing Standards. FIPS 6-4, which is
what we refer to in the first-party fraud distribution maps, contains the description
of U.S. counties. National Institute of Standards and Technology (NIST), which
maintains the FIPS standards, has eliminated the FIPS 6-4 standard. However, it
is still commonly used by other entities, such as the U.S. Census Bureau. The first
two digits of the five-digit FIPS code are the state code. The last three digits make
up the county code.

State

The state is derived from the ZIP Code.

Divisions and regions

Divisions and regions are state-based areas defined by the U.S. Census Bureau.

Appendix C: First-party fraud rates by division

Division

Bust-out rate

Never-pay rate

East North Central

0.7%

0.6%

East South Central

0.8%

1.1%

Mid-Atlantic

0.8%

0.4%

Mountain

1.1%

0.6%

New England

0.7%

0.5%

Pacific

1.2%

0.6%

South Atlantic

1.1%

0.8%

West North Central

0.6%

0.5%

West South Central

1.0%

0.9%
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Appendix D: First-party fraud rates by state
Bust-out
rate

Never-pay
rate

Bust-out
rate

Never-pay
rate

Alabama

0.8%

1.1%

Nevada

2.2%

0.7%

Alaska

0.6%

0.5%

New Hampshire

0.8%

0.5%

Arizona

1.5%

0.7%

New Jersey

0.7%

0.4%

Arkansas

0.9%

1.0%

New Mexico

0.8%

0.8%

California

1.3%

0.6%

New York

0.9%

0.3%

Colorado

0.7%

0.5%

North Carolina

0.8%

0.9%

Connecticut

0.8%

0.5%

North Dakota

0.4%

0.3%

Delaware

0.8%

0.7%

Ohio

0.8%

0.7%

District of Columbia

0.5%

0.6%

Oklahoma

0.8%

0.9%

Florida

1.7%

0.7%

Oregon

0.9%

0.5%

Georgia

0.9%

1.0%

Pennsylvania

0.7%

0.6%

Hawaii

0.7%

0.6%

Rhode Island

0.9%

0.6%

Idaho

0.8%

0.5%

South Carolina

0.9%

1.0%

Illinois

0.8%

0.6%

South Dakota

0.4%

0.5%

Indiana

0.7%

0.7%

Tennessee

0.8%

1.0%

Iowa

0.5%

0.5%

Texas

1.1%

0.8%

Kansas

0.6%

0.6%

Utah

0.7%

0.4%

Kentucky

0.7%

0.9%

Vermont

0.5%

0.5%

Louisiana

0.8%

1.2%

Virginia

0.7%

0.6%

Maine

0.7%

0.5%

Washington

0.7%

0.5%

Maryland

0.8%

0.6%

West Virginia

0.7%

0.9%

Massachusetts

0.7%

0.5%

Wisconsin

0.5%

0.4%

Michigan

0.8%

0.7%

Wyoming

0.7%

0.5%

Minnesota

0.6%

0.4%

Guam

0.4%

1.4%

Mississippi

1.0%

1.8%

Northern Mariana Islands

0.3%

4.3%

Missouri

0.8%

0.7%

Puerto Rico

0.3%

0.7%

Montana

0.7%

0.4%

Virgin Islands

0.4%

1.6%

Nebraska

0.5%

0.5%

State
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Appendix E: Bust-out state map

Rate ≥ 2.000
Rate ≥ 1.250
Rate ≥ 0.950
Rate ≥ 0.850
Rate ≥ 0.800
Rate ≥ 0.600
Rate ≥ 0.000
N/A

Appendix F: Bust-out county map

Rate ≥ 2.000
Rate ≥ 1.250
Rate ≥ 0.950
Rate ≥ 0.850
Rate ≥ 0.800
Rate ≥ 0.600
Rate ≥ 0.000
N/A

Market Insight from Experian | Page 13

First-party fraud — trends, challenges and outlook

Appendix G: Never-pay state map

Rate ≥ 1.100
Rate ≥ 0.900
Rate ≥ 0.800
Rate ≥ 0.700
Rate ≥ 0.600
Rate ≥ 0.500
Rate ≥ 0.000
N/A

Appendix H: Never-pay county map

Rate ≥ 2.000
Rate ≥ 1.250
Rate ≥ 0.950
Rate ≥ 0.850
Rate ≥ 0.800
Rate ≥ 0.600
Rate ≥ 0.000
N/A
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Appendix I: Average VantageScore by region

780–999
770–779
760–769
750–759
740–749
700–739
500–699
N/A
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