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Introduction
With the development of new technologies and 
online practices, there is a growing consensus 
among policymakers that businesses should 
do a better job at protecting consumer 
information. A public policy debate about 
the future of data privacy is advancing and 
a number of proposals and hearings have 
taken place to examine how businesses 
collect and use consumer data. Policymakers 
are attempting to find the right balance of 
encouraging online innovation while protecting 
personal information.

This White Paper is a brief overview of the 
changing landscape in data privacy and a 
look at how policymakers view the regulatory 
environment. Protecting consumer information 
remains a bipartisan issue and hasn’t waned 
substantially with shifts in political leadership. 
While much of the discussion regarding data 
privacy has focused on online data, much of 
the recommendations proposed would also 
affect offline data. There are many challenges 
to overcome before a new data privacy model 
will emerge from Congress or regulators. 
For now, the continuing discussion will force 
businesses to reexamine how consumer 
information is handled and pressure the 
industry to develop effective self-regulatory 
standards. 

Designing a new regulatory framework
In late 2010, the Federal Trade Commission and 
the Department of Commerce independently 
issued preliminary reports outlining the policy 
issues surrounding data privacy. While each 
report proposes legislative and regulatory 
guidelines, they are not designed as templates 
for regulatory enforcement. Rather, the reports 
are intended to inform policymakers and 
industry as they both continue to develop 
policies to address the issues and challenges 
that are associated with data privacy.

The two reports recommend a series 
of steps policymakers and industry 
should take to better protect consumer 
information. 

Enhanced notice and choice
For more than a decade, the Federal Trade 
Commission has advocated a “notice and 
choice” privacy framework - companies 
should provide notice and choice about how 
they intend to use consumer information. 
The growing consensus among regulators 
is that an enhanced version of notice and 
choice should be adopted. The reports 
recommend that companies should provide 
consumers with a choice when their data is 
used in unexpected ways – such as targeted 
advertising or data sharing with third parties. 

Privacy by design
Regulators have recommended that 
companies should embrace “privacy by 
design” by which they would incorporate 
consumer privacy into everyday business 
practices. Policymakers believe the 
outcome of this approach would result in 
enhanced security for consumer data, limited 
collection and retention of consumer data 
and procedures to promote consumer data 
accuracy. The proposed framework is intended 
to also encourage business to implement and 
enforce procedurally sound privacy practices 
throughout their organizations, including 
assigning personnel to oversee privacy issues, 
training employees and conducting privacy 
reviews for new products and services.

Uniform data breach notification
Now that 46 states, plus other jurisdictions, 
have passed laws requiring companies to 
notify consumers after a security breach, 
policymakers have begun to examine whether 
a national data breach law is necessary. In 
its recent privacy report, the Department of 
Commerce calls for a uniform data breach law 
to reconcile various state laws and the Federal 
Trade Commission has indicated their support 
in Congressional testimony. Still, questions 
remain on how a national breach law would 
address the existing levels of consumer 
notification and whether state laws would be 
completely preempted.
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Privacy legislation in the new Congress
As Congress begins the 112th session, the 
debate on the future of online privacy will 
continue to be a top priority. While there has 
been a change in political leadership, the 
shift is unlikely to significantly slow reform 
of data privacy practices as it remains a 
bipartisan issue. A number of legislative 
proposals, reports, hearings and news articles 
are providing policymakers with a significant 
amount of information as they examine ways 
to protect consumer privacy, while forcing 
industry to take a look at self-regulatory 
efforts. 

Impact of regulatory proposals
The introduction of recommendations from the 
Federal Trade Commission and Department 
of Commerce will drive the discussions of 
lawmakers in the new Congress. It is unlikely 
that the entirety of the proposals will be 
taken up in legislation, but ideas and themes 
from the reports will be considered during 
Congressional hearings. Some lawmakers 
may react negatively to some of the ideas. 
But overall, the reports will be used by 
policymakers to pressure new business 
practices in the industry. 

Key questions for lawmakers
Current reform proposals would broadly 
impose new restrictions on the collection and 
use of consumer information in both the online 
and offline environment. To date, privacy laws 
have addressed consumer protection through 
specific industry reforms, such as those to 
financial service or healthcare companies. 
In developing a comprehensive approach 
to privacy, lawmakers will need to address 
how existing laws fit within new proposals 
in order that businesses do not face multiple 

and conflicting data requirements. Proposals 
must also address what types of personal 
information should be protected and the 
appropriate function of oversight, including the 
role of the Federal Trade Commission, state 
Attorneys General and private suits. 

Role of self-regulation
Numerous industry self-regulatory programs 
exist today to protect consumer information 
by requiring robust consumer notice and 
choice requirements. While legislative and 
regulatory proposals have recognized the work 
industry has done to develop a self-regulatory 
model, there is a belief among some key 
policymakers that it is not sufficient. When 
considering data privacy reforms, lawmakers 
will need to consider existing self-regulatory 
practices and whether these programs should 
be granted “safe harbor” status to avoid 
increased oversight. Over the next year it 
will be imperative for industry to continue to 
educate policymakers regarding the steps 
taken to balance the privacy of consumers with 
innovations in Internet commerce.

Conclusion
While consensus is emerging about the 
future of consumer privacy, it is unlikely that 
policymakers will institute comprehensive 
reforms this year. Instead, the discussions in 
Washington, D.C. will impact the direction of 
self-regulatory efforts within the industry. As a 
result, it will be important for organizations to 
monitor legislative developments as Congress 
and regulators propose restrictions on the 
use and collection of consumer information. 
Now, more than ever, organizations should be 
prepared to engage in industry best practices 
in order to protect themselves from increased 
regulatory oversight.

To learn more about data breach resolution, visit www.experian.com/databreach, or contact Experian® 
at databreachinfo@experian.com or 1 866 751 1323.


