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Better integrate your data 
use policies into your app 
without impairing usability.

Your company no doubt put a lot of resources into 

designing your mobile app. But, does the frontend 

design and user experience help or hinder your 

ability to build trust with users? And does the 

backend functionality justify that trust by keeping 

user data secure? 

Just like a data breach, a perceived misuse of 

mobile data can erode the trust between your 

consumers and you – no matter if you fully disclose 

your data policies or not. Most consumers don’t 

read privacy policies. Instead, they assume they 

have more privacy and protection than they do, 

according to the Digital Trust Initiative.

Consumer Perceptions 

At the IAPP’s Navigate 2011 Executive Forum for 

privacy professionals, Ilana Westerman of Create 

with Context, Inc., a digital products research and 

design consultancy, presented the Digital Trust 

Initiative. Discussing common consumer beliefs 

regarding data privacy, the Initiative found that most 

North American consumers assume:

• Their names, addresses and emails are the 

only types of data that companies share with 

one another – not location, behavior and 

social data

• Companies only collect, store and share 

relevant data or data that is necessary to 

complete a service or request

• Even if companies have access to their data, 

most aren’t storing, using or selling it

• They are anonymous when they use a mobile 

Web browser

• They must relinquish control of their data in 

order to gain the value of a product or service

Successful Notification

When consumers realize their assumptions don’t 

line up with a company’s actual privacy policy, they 

first rationalize that there must be a good reason 

why. Many assume that the company intends to 

use their data to improve a product or service 

sometime in the future. They do not mind that there 

is not an immediate benefit. 

What plants the seeds of mistrust with consumers 

is actually reading a company’s privacy policy and 

realizing all of their assumptions were wrong. That 

is when they feel duped, despite the fact that your 

data usage has been spelled out in your privacy 

policy all along.

So how do you create a mobile experience that 

builds trust knowing consumers assume they 

understand your privacy policy but really do not? 

You better integrate your data use policies into your 

app without impairing usability. Here are five best 

practices from the Digital Trust Initiative to keep in 

mind:

1.  Context – Does everything make sense   

to users?

• Consider how different elements on a page 

relate to one another. Anything that seems 

out of place has the potential to make a user 

nervous.

• When you ask a user to provide personal 

information or turn on location tracking, 

provide context regarding why. Explain the 

benefit or consequence.

• Be sure to present any privacy explanations 

at the right time – not when a user first 

downloads your app.

2.  Awareness – Are users aware of privacy 

policies and account settings?

• Provide feedback of what happens when a 

setting choice is made. 

• Make consumers aware of your long-term 

data use policy. Most consumers are unsure if 

agreeing to location tracking grants a one-time 

or ongoing permission, and they are not aware 

that apps can track them even if they are not 

open.

• Ensure the link to your privacy policy stands 

out on the page so users are aware of it. 

• Also make sure they are aware of their ability 

to edit privacy and account settings by using 

buttons and other design elements that 

indicate action.

3.  Discoverability – Are users able to find 

important links?

• Consistently place and consolidate privacy 
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Consistently place and 
consolidate privacy and 
account management links 
in locations that are easy 
for users to find no matter 
what page of your app they 
are on.

and account management links in locations 

that are easy for users to find no matter what 

page of your app they are on.

• Don’t require users to click through several 

pages or scroll down a long page to find your 

privacy policy or their account settings. They 

might think you are trying to hide something.

4.  Comprehension – Do users understand 

your terminology and icons?

• Avoid language that is vague or confusing, 

especially in your privacy and data use 

policies.

• Do not use unexplained or unfamiliar icons 

without providing any context.

5.  Usability – Are users easily able to access 

pertinent information?

• Give users the opportunity to read your privacy 

policy on their computers instead of their 

mobile phones. Most users do not want to 

read privacy policies on their phones.

• Ensure that information regarding privacy is 

actively linked to any controls that allow users 

to manage the settings.

Securing Mobile Data

Beyond creating a user experience worthy of your 

customer’s trust, you need to create an app that 

is secure. If consumers lose their mobile devices, 

they don’t want their information hacked from your 

company’s mobile app. And they don’t want their 

information breached when it’s traveling from their 

device to your servers. 

Here are a few tips to help build a secure app:

• Work with a development team well-versed in 

secure coding

• Conduct extensive security tests of both your 

servers and the app

• Use encryption for data that is contained within 

the app and transferred from the app

The good news is, according to the Digital Trust 

Initiative, people usually assume the best of 

companies. The bad news is that a poorly thought-

out or unsecure app can change their minds and 

plant the seeds of distrust. By using best practices 

and encryption, you can help to meet consumer 

expectations and demonstrate that you understand 

what is important to them. Not to mention you can 

reach consumers on a platform that continues to 

redefine business-consumer relations.

To read the full Digital Trust Initiative report, go to 

www.createwithcontext.com or contact 

info@createwithcontext.com.

To help ensure you’re prepared to regain the trust of your consumers following a data breach of any type or size, rely on 

Experian® Data Breach Resolution. To learn more about data breach resolution, visit www.Experian.com/DataBreach or 

contact Experian at databreachinfo@experian.com or 1 866 751 1323.


