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2012 Consumer Study on Data Breach Notification 

Presented by Ponemon Institute, June 2012 
 
Part 1. Introduction 
 
We are pleased to present the findings of the 2012 Consumer Study on Data Breach Notification 
conducted by Ponemon Institute and sponsored by Experian® Data Breach Resolution. This study 
is a follow up to a similar study we conducted in 2005. The purpose of both studies is to 
understand consumers’ perceptions about the importance and value of receiving notification when 
their sensitive personal information has been lost or stolen.  
 
In this year’s study, 2,832 consumers 18 years and older were surveyed. However, only 25 
percent of these consumers (708) were able to recall if they received a data breach notification 
and could answer survey questions about their experience. This finding seems to indicate that 
despite concerns about privacy and security, consumers surveyed are not aware of or paying 
attention to the notices they receive. 
 
California was the first state to pass a law nine years ago requiring companies to alert California 
residents if their personal data was accessed illegally in a data breach. Since then 47 states have 
passed data breach notification regulations with slightly different requirements.  
 
In 2011, California updated its data breach notification law to further define what organizations 
have to do in case personal information is lost or stolen. The bill, SB-24, updates what 
organizations need to include in breach notification letters. Such information includes the specifics 
of the security incident and advice on steps customers should take. If the breach affected 500 or 
more people, the organization must submit a copy of the letter to the state attorney general’s 
office.  
 
Ponemon Institute’s 2005 study was conducted just two years after California passed the first data 
breach notification law. At that time, only 12 percent of respondents said they had received a letter 
informing them about a data breach involving their personal information and 19 percent could not 
recall. Sixty-nine percent said they did not receive a notification.  
 
In 2012 the findings are very different. In this year’s study, 25 percent of respondents 
acknowledged receiving notification and remembering the circumstances.  Despite the numerous 
data breaches that have occurred in the past few years and the requirements to notify victims, 51 
percent of respondents could not recall receiving a notification and 24 percent said they have not 
received a notification.  
 
One finding that has remained consistent since 2005 is the worry that consumers have when they 
receive notification. Eighty-eight percent in 2012 and 86 percent in 2005 said they had some level 
of concern when they learned their personal information was lost or stolen. 
 
The following are key topics addressed in both the 2005 and 2012 studies that reveal interesting 
trends in consumers’ perceptions about data breach notification: 
 
 Consumers’ reaction to data breach notification. 
 Importance of notification following a data breach. 
 Information considered important to include in a data breach notification. 
 Consumers’ expectations when receiving a data breach notification. 
 Recommendations on how to improve communication following a data breach. 
 Organizations’ efforts to help consumers. 
 Steps consumers take to protect themselves following a notification. 
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Part 2. Key Findings 
 
The first part of the study focuses on the perceptions consumers have about trust, the value of 
data breach notification and an organization’s obligations to data breach victims. The complete 
audited findings are presented in the appendix to this paper. 
 
Consumers in our study believe data breach notification is important under certain 
conditions. According to Figure 1, 85 percent believe notification about data breach and the loss 
or theft of their personal information is relevant to them. However, 57 percent say that they want to 
be informed only if the organization is certain that they are at risk. Fifty-eight percent say that if 
they remembered the notification it failed to explain all the facts and “sugar coated” the message. 
 
Figure 1. Attributes about data breach notification 
(Strongly agree and agree responses) 
 
 

 
 
The trustworthiness of an organization is linked to the efforts it makes to protect personal 
information. Figure 1 also reveals that 83 percent of respondents believe organizations that fail to 
protect their personal information are untrustworthy. Eighty-two percent believe the privacy and 
security of their personal information is important. 
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Following a data breach, consumers believe organizations have obligations to provide 
compensation and protect them from identity theft. Figure 2 reveals that 63 percent say 
organizations should be obligated to compensate data breach victims with cash, their products or 
services. Most consumers surveyed (59 percent) believe a data breach notification means there is 
a high probability they will become an identity theft victim. As a result, 58 percent say the 
organization has an obligation to provide identity protection services and 55 percent say they 
should provide credit-monitoring services. 
 
Figure 2. Attributes about data breach notification 
(Strongly agree and agree responses) 

 
 
Despite the numerous data breaches that have occurred and the growing number of states 
requiring data breach notification, the majority of respondents in this study cannot recall if 
they received a notification. Fifty-one percent of respondents cannot recall receiving a 
notification about a data breach that involved the loss or theft of their personal information. As 
shown in Figure 3, this is an increase from 19 percent in 2005. In 2012, 25 percent recall receiving 
a notification, an increase from 12 percent in 2005.  
 
Figure 3. Has any organization ever notified you about a data breach that involved your 
personal information? 
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The following findings are based on responses from participants in this year’s study who say they 
have received at least one data breach notification and can recall the details of the 
correspondence. When possible, we compared findings from the 2012 study to the 2005 study. 
 
Most consumers recall receiving a form letter and more than one notification. Sixty-five 
percent of consumers say they have received at least one notification and 35 percent recall 
receiving at least three. In 2005, 91 percent said they received only one.  
 
As shown in Figure 4, 62 percent of consumers say the notification was a form letter followed by 
19 percent who say it was a personal letter. In 2005, the two top methods of notification were form 
letter (44 percent) and telephone (40 percent). As shown, the use of more personal channels such 
as a personalized letter and telephone call have decreased. Posting on an organization’s website 
was added to this year’s survey and nine percent of respondents say this is how they learned 
about the data breach. 
 
Figure 4. Channels used to communicate with victims about the data breach  
(More than one choice permitted) 
 

 
 
Most consumers do not believe the organizations that sent them notifications did a good 
job in communicating and handling the data breach. Seventy-two percent of consumers were 
disappointed in the way the notification was handled. Only 28 percent say the organization did a 
good job in communicating and handling the data breach. 
 
A key reason for the disappointment is respondents’ belief that the notification did not increase 
their understanding about the data breach. In fact, since 2005 respondents are more in the dark 
about what happened with their data. 
 
Figure 5 shows that while 41 percent of respondent say their data was most likely stolen, 37 
percent say they have no idea what the data breach incident was about. This is an increase from 
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37 percent in 2005 who said their data was most likely stolen and 28 percent of consumers who 
said they had no idea what the data breach incident was about.  
 
Figure 5. Knowledge about the data breach incident 

 
According to Figure 6, 51 percent say their customer or consumer information was stolen followed 
by 21 percent who say is was their financial information such as credit card/debit card account 
numbers. In 2005, 86 percent said it was their customer or consumer information followed by 10 
percent who said it was employee records. For the first time, we also asked about data breaches 
involving medical and healthcare records and contact information. 
 
Figure 6. Type of personal information lost or stolen 
(More than one choice permitted) 
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Figure 7 reveals that despite receiving notification about the data breach, 44 percent of consumers 
do not know the specific data that was lost or stolen which makes it more difficult for them to take 
steps to protect themselves from further harm. Those who do know say the following were most 
likely to have been lost or stolen: name, credit card or bank payment information and Social 
Security number.  
 
Figure 7. The specific data lost or stolen 
(More than one choice permitted) 

 
Figure 8 shows that the number one type of personal data they worry most about if lost or 
stolen is password/PIN. This data type is followed by: Social Security number, social media 
accounts/handles, credit card or bank payment information, prescriptions, driver’s license number, 
telephone or mobile number, email address, health plan provider account number and taxpayer 
identification number/employer identification number. 
 
Figure 8. Personal data respondents worry most about if lost or stolen  
(More than one choice permitted) 
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Consumers say key facts about the breach are missing in most communications. Sixty-
seven percent say the notification did not provide enough details about data breach.  
 
According to Figure 9, the majority of consumers (51 percent) would like to have more information 
about how the organization will protect them to minimize the harm to them and their family. This is 
consistent with the 2005 study.  
 
How the data breach may affect them and their family decreased significantly from 40 percent of 
respondents in 2005 to 24 percent this year. Identity protection or credit monitoring services and 
steps to take to protect their personal information were included for the first time in this year’s 
study and were significantly lower than the first choice about protections to minimize the possible 
negative consequences of a data breach. 
 
Figure 9. What facts about the data breach were missing? 
(Two choices permitted) 
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Notification letters are increasingly perceived to be junk mail, according to many 
consumers. Figure 10 indicates that 36 percent say they thought the data breach notification 
letter looked like junk mail. This is an increase from 15 percent in 2005. While 34 percent say it 
was an important communication, this is a significant decrease from 51 percent in 2005. 
 
Figure 10. Initial reaction to the data breach notification (sent by mail, e-mail or telephone) 
 

 
If they thought it looked like junk mail, 63 percent of respondents recommend that the notification 
provide the names of individuals they can contact if they have questions or concerns, 54 percent 
say the notification should be personalized and 50 percent suggest making a phone call or email 
alerting them to the notification as shown in Figure 11. 
 
Figure 11. Suggested improvements if the notification looked like junk mail 
(More than one choice permitted) 
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Customer loyalty is at risk following notification. In response to being notified by an 
organization, 15 percent say they will terminate their relationship and 39 percent say they will 
consider ending the relationship, according to Figure 12. Thirty-five percent say their relationship 
and loyalty is dependent upon the organization not having another data breach.  
 
Only a small percentage of respondents in both studies do not blame the organization reporting 
the data breach. Further, respondents’ reactions to a breach have not changed significantly in the 
past seven years. 
 
Figure 12. Reaction to the organization reporting the breach 

 
As in the previous finding, data breaches diminish customer loyalty and trust and this has not 
changed much since 2005.  Figure13 reveals that 62 percent say the notification decreased their 
trust and confidence in the organization. Only 30 percent say it had no affect on their trust and 
confidence.  
 
Figure 13. Trust and confidence in the organization reporting the data breach 
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Since 2005, data breach notifications have not become easier to understand. Sixty-one 
percent of consumers have problems understanding the notification, as shown in Figure 14. This is 
an increase from 52 percent in 2005. 
 
Figure 14. Are notifications easy to understand? 
 
 

 
 
According to Figure 15, the biggest complaints are the lengthiness and the quality of writing 
followed by too much legalese and complexity.  
 
Figure 15. Why was it difficult to understand? 
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As shown in Figure 16, the biggest improvements that could be made would be to explain the risks 
or harms that they are most likely to experience as a result of the breach and to disclose all the 
facts.   
 
Figure 16. What could the organization do to improve the communication?   
(Two choices permitted) 
 

 
 
The believability of data breach notifications has declined. In 2005, 61 percent say the 
message was believable. As shown in Figure 17, this has decreased to 55 percent in 2012.  
 
Figure 17. Believability of the data breach notification 
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Skepticism about the content of the notification has increased since 2005. Of the 45 percent 
who say it was not believable, 51 percent say the message did not tell them about the harms or 
risks they will likely experience. This is an increase from 37 percent who believed this in 2005. In 
addition, perceptions that the organization is hiding key facts about the data breach have 
increased from 37 percent to 44 percent, as indicated in Figure 18.  
 
Figure 18. Respondents’ perceptions about the content of the notification 
(More than one choice permitted) 

 
Respondents are just as worried today as they were in 2005 about the security of their 
personal information. As shown in Figure 19, 63 percent are more worried about the security of 
their personal information. This is a very slight increase from 2005. Forty-four percent say they 
have had to spend time resolving problems as a result of the breach. This finding has decreased 
from 56 percent in 2005. Despite concerns about identity theft and other harms, almost half (49 
percent) are doing nothing to protect themselves (not shown in the figure). 
 
Figure 19. Consequences of the data breach 
(More than one choice permitted) 
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As shown in Figure 20, consumers are, however, more cautious about sharing personal 
information with the organization that had the breach (45 percent) and 35 percent are more 
cautious about sharing information with all organizations.  
 
Figure 20. Willingness to share personal information 
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Part 3. Conclusion 
 
Consumers in our study believe the privacy and security of their personal information is important. 
Organizations that do not provide adequate safeguards are considered untrustworthy. Further, 
typical responses to a data breach notification are to immediately discontinue the relationship with 
the organization that had the breach, to consider discontinuing the relationship or to continue the 
relationship only as long as another breach does not occur. 
 
One of the goals of this research is to determine if consumers’ perceptions about data breach 
notification have changed since 2005 when we conducted the first study about this topic. Based on 
the findings, improvements need to be made to both how the notifications are delivered and the 
information that is communicated to victims of the data breach. These include: 
 
 Making the notification easier to understand by making it shorter with less legalese. 
 Eliminating the perception that the notification is junk mail by providing names that can be 

contacted if there are questions or concerns, personalizing the message and making a phone 
call or sending an email in advance of sending the notification. 

 Providing specifics about the incident that explain the cause of the breach and the type of data 
that was lost or stolen so the victim understands what the data breach is all about. 

 Assuring the victims that the organization will take steps to protect them from identity theft and 
other negative consequences. 

 
Most of the consumers who responded to the survey cannot recall if they received notification. We 
conclude that despite their concern about privacy and security, consumers are not paying attention 
to the notices. They also are not being proactive about preventing identity theft following 
notification. Instead, they believe it is the obligation of the organization to fully explain the potential 
harms they are likely to experience and to take steps to reduce the risk of identity theft. 
 
In many instances, when organizations have a data breach the notification process is a matter of 
sending out a form letter. As shown in this study, communicating the circumstances of the data 
breach can influence customer loyalty, trustworthiness and reputation.  Resources spent on 
personalizing the message, offering assistance to reduce the likelihood of identity theft and future 
harms and providing specific information about the incident may help organizations avoid the risk 
of losing customer trust and loyalty in the aftermath of the data breach. 
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Part 4. Methods 
 
A random sampling frame of 79,802 individuals who reside within the United States were selected 
as participants to this survey. As shown in Table 1, 3,052 respondents completed the survey. After 
removing 220 surveys that failed reliability checks, the sample before screening was 2,832 
surveys.  Of the returned instruments, 708 surveys were screened to identify those respondents 
that have experienced a data breach notification resulting in a .9% response rate.  
 
Table 1. Sample response Freq. Pct% 
Sampling frame  79,802  100.0% 
Total returns  3,052  3.8% 
Total rejections  220  0.3% 
Sample before screening  2,832  3.5% 
Final sample  708  0.9% 
 
As shown in Table 2, the majority of respondents (63 percent) have attended college with 34 
percent earning a degree. Table 3 identifies sixty-three present of respondents are between the 
ages of 18 and 45. 
 
Table 2. Highest Level of 
Education FY 2012 

 
Table 3. Age FY 2012 

High School 20%  18 to 25 16% 
Vocational 17%  26 to 35 24% 
College (attended, no degree) 29%  36 to 45 23% 
College (4 year degree) 25%  46 to 55 16% 
Post Graduate 8%  56 to 65 10% 
Doctorate 1%  66 to 75 8% 
   75+ 3% 
 
According to Table 4, 57 percent of respondents have a household income between $40,000 and 
$80,000. 
 
Table 4. Household Income FY 2012  Table 5. Location FY 2012 
Less than $25,000 5%  Northeast 20% 
$25,000 to $40,000 14%  Mid-Atlantic 19% 
$40,001 to $60,000 29%  Midwest 18% 
$60,001 to $80,000 28%  Southeast 12% 
$80,001 to $100,000 13%  Southwest 13% 
$100,001 to $150,000 7%  Pacific-West 18% 
$150,001 to $250,000  2%    
More than $250,000  2%    
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Caveats 
 
There are inherent limitations to survey research that need to be carefully considered before 
drawing inferences from findings.  The following items are specific limitations that are germane to 
many consumer-based surveys. 
 
 Non-response bias:  The current findings are based on a sample of survey returns.  We sent 

surveys to a representative sample of adult-aged consumers located in all regions of the 
United States, resulting in a large number of usable returned responses.  Despite non-
response tests, it is always possible that individuals who did not participate are substantially 
different in terms of underlying beliefs from those who completed the instrument. 

 Sampling-frame bias:  The accuracy is based on contact information and the degree to which 
the sample is representative of individuals who are likely to suffer from an identity theft crime. 
We also acknowledge that the results may be biased by external events such as media 
coverage at the time we fielded our survey. 

We also acknowledge bias caused by compensating respondents to complete this research 
within a holdout period. Finally, because we used a web-based collection method, it is 
possible that non-web responses by mailed survey or telephone call would result in a different 
pattern of findings. 

 Self-reported results:  The quality of survey research is based on the integrity of confidential 
responses received from subjects.  While certain checks and balances can be incorporated 
into the survey process, there is always the possibility that certain respondents did not provide 
accurate responses. 

 
For more information about this study, please contact Ponemon Institute by sending an 
email to research@ponemon.org or calling our toll free line at 1.800.887.3118. 
 

 
Ponemon Institute 

Advancing Responsible Information Management 
 
Ponemon Institute is dedicated to independent research and education that advances responsible information 
and privacy management practices within business and government.  Our mission is to conduct high quality, 
empirical studies on critical issues affecting the management and security of sensitive information about 
people and organizations. 
 
As a member of the Council of American Survey Research Organizations (CASRO),we uphold strict data 
confidentiality, privacy and ethical research standards.  We do not collect any personally identifiable 
information from individuals (or company identifiable information in our business research). Furthermore, we 
have strict quality standards to ensure that subjects are not asked extraneous, irrelevant or improper 
questions. 
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Appendix: Detailed Survey Results 
 
The following tables provide the frequency or percentage frequency of responses to all survey 
questions contained in this study.  All survey responses were captured between 
 
Sample response Freq. Pct%  
Sampling frame  79,802  100.0%  
Total returns  3,052  3.8%  
Total rejections  220  0.3%  
Sample before screening  2,832  3.5%  
Final sample  708  0.9%  
    
Part 1: Attributions: Please rate the following statements using the 
five-point scale provided below each item. 

Strongly 
agree Agree Combined 

Q1. The privacy and security of my personal information is important 
to me. 49% 33% 82% 
Q2. Organizations should inform me about a data breach only if they 
are absolutely certain I am at risk. 31% 26% 57% 
Q3. Organizations should inform me about a data breach very 
quickly, even if the investigation is in process or the facts are not 
known. 23% 19% 42% 
Q4. Notification about data breach and the loss or theft of my 
personal information is irrelevant to me. 4% 11% 15% 
Q5. Organizations should be obligated to provide identity protection 
services following a data breach involving the loss or theft of my 
personal information. 28% 30% 58% 
Q6. Organizations should be obligated to provide credit-monitoring 
services following a data breach involving the loss or theft of my 
personal information.  26% 29% 55% 
Q7. Organizations that fail to protect my personal information are 
untrustworthy. 49% 34% 83% 
Q8. Organizations should be obligated to compensate data breach 
victims with cash, products or services they make. 38% 25% 63% 
Q9. The data breach notifications I’ve received did not explain all the 
facts and “sugar coated’ the message. 29% 29% 58% 
Q10. A data breach notification means there is a high probability I will 
soon become an identity theft victim. 30% 29% 59% 
    
Part 2. Data breach experience    
    
Q11. Has any organization ever notified you about a data breach that 
involved your personal information? FY 2012 FY 2005  
Yes 25% 12%  
No [Go to Part 3] 24% 69%  
Cannot recall [Go to Part 3] 51% 19%  
Total 100% 100%  
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Q12. If yes, how was notice about the data breach communicated to 
you?  If you received two or more communications from this 
organization about the incident, please check all that apply. FY 2012 FY 2005  
Telephone 12% 40%  
Form letter 62% 44%  
Personal letter 19% 26%  
E-mail message 8% 19%  
Posting on organization’s website  9%    
Blog post on organization’s website 5% 9%  
Posting in major newspaper or other media outlets 16% 8%  
Other (please specify) 5% 4%  
Total 136% 150%  
    
Q13. How many data breach notifications, representing different 
incidents, have you received? FY 2012 FY 2005  
1 35% 91%  
2 30% 7%  
More than 2   2%  
3 14%    
4 7%    
5 5%    
More than 5 9%    
Total 100% 100%  
    
Q14. What do you know about the data breach incident? FY 2012 FY 2005  
My data was most likely stolen 41% 37%  
My data was most likely lost or misplaced by the company 16% 18%  
My data was most likely shared with third parties without my 
permission 6% 12%  
I have no idea what the data breach incident is about 37% 28%  
Other 0% 5%  
Total 100% 100%  
    
Q15. Please indicate the type of personal information that was 
involved in this data breach (check all that apply). FY 2012 FY 2005  
My employee records 11% 10%  
My customer or consumer information 51% 86%  
Financial information such as credit card/debit card account numbers 21%    
Medical and healthcare records 10%    
My contact information 5%    
Other personal information such as patient, taxpayer, citizen or 
student records 2% 4%  
Total 100% 100%  
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Q16. Please indicate the specific data that was lost or stolen? 
(Please check all that apply) FY 2012 Rank  
Name 53% 1  
Address 25% 5  
Email address 12% 7  
Telephone/mobile number 23% 6  
Age/DOB 2% 17  
Driver’s license number 2% 17  
Gender 1% 20  
Marital status 0% 21  
Employer 5% 12  
Insurance policy number 6% 10  
CVV number from credit card 2% 17  
Educational background 0% 21  
Credit card or bank payment information 35% 3  
Credit or payment history 9% 9  
Password/PIN 10% 8  
Prescriptions 3% 15  
Social media accounts/handles 6% 10  
Health plan provider account number 5% 12  
Taxpayer identification number/Employer identification number 5% 12  
Social Security number 27% 4  
Other (please specify) 3% 15  
Don’t know 44% 2  
    
    
Q17. What personal data if lost or stolen would you worry most 
about? (Please check all that apply) FY 2012 Rank  
Name 29% 15  
Address 28% 16  
Email address 48% 9  
Telephone or mobile number 52% 8  
Age/DOB 13% 17  
Driver’s license number 53% 7  
Gender 3% 20  
Marital status 5% 19  
Employer 38% 13  
Insurance policy number 36% 14  
CVV number from credit card 42% 12  
Educational background 1% 21  
Credit card or bank payment information 65% 4  
Credit or payment history 57% 6  
Password/PIN 92% 1  
Prescriptions 65% 4  
Social media accounts/handles 68% 3  
Health plan provider account number 48% 9  
Taxpayer identification number/Employer identification number 48% 9  
Social Security number 89% 2  
Other (please specify) 0% 22  
Don’t know 12% 18  
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Q18. Please indicate the type of organization that reported the data 
breach to you? Pct% Rank  
Airline 0% 21  
Bank 10% 1  
Cable Company 0% 21  
Catalogue Merchant 1% 20  
Charitable Organization 1% 16  
Court & Public Records 0% 23  
Credit Card Company 3% 13  
Drug Store 1% 16  
Electric & Gas Utility 0% 23  
Gaming 10% 1  
Grocery Store 5% 10  
Hospitals & Clinics 8% 5  
Hotel 6% 8  
Information Broker 1% 16  
Insurance Company 2% 14  
Internet Service Provider 6% 8  
Financial Advisor 2% 14  
Law Enforcement 0% 25  
Legal & Accounting Firms 1% 19  
Mail or Postal Services 0% 25  
Railways or Bus Line 0% 25  
Retail Store 7% 6  
School & University 7% 6  
Social Media 3% 12  
State & Local Gov Agency 9% 4  
Telephone & Wireless 4% 11  
Travel Agency 0% 25  
Ecommerce 10% 3  
Other (please specify) 0% 25  
    
Q19a. Do you believe the notice provided enough details about the 
data breach? FY 2012 FY 2005  
Yes 33% 51%  
No 67% 49%  
Total 100% 100%  
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Q19b. If you answered No, what facts about the data breach were 
missing? Please select the top two choices only. FY 2012 FY 2005  
Personal data that was actually stolen 12% 21%  
How the data breach occurred (for example, employee negligence vs. 
hacker) 8%    
Individuals or third parties who wrongly acquired my information 8% 16%  
How the data breach may affect my family and me 24% 40%  
What steps I should take to protect my personal information 25%    
Date the breach most likely occurred 8% 28%  
The criminal investigations that are being conducted to identify those 
responsible for the breach 7% 14%  
The protections the organization will provide to minimize the harm to 
my family and me 51% 50%  
The steps the organization is taking to prevent future security 
breaches 10% 11%  
Identity protection or credit monitoring services available to me 25%    
Details about identity protection or credit monitoring services 21%    
Other (please specify) 0% 10%  
Total 199% 190%  
    
Q20. How concerned were you when you received the notification? FY 2012 FY 2005  
Very concerned 40% 39%  
Concerned 48% 47%  
Not concerned 12% 14%  
Total 100% 100%  
    
Q21a. What was your initial reaction to the data breach notification 
(sent by either by mail, e-mail or telephone)? FY 2012 FY 2005  
I thought the letter was junk mail 36% 15%  
I thought the e-mail was spam (or a phishing attack) 13% 8%  
I thought the call was from a telemarketer 5% 16%  
I knew this was an important communication 34% 51%  
I do not remember my initial reaction 12% 10%  
Total 100% 100%  
    
Q21b. If you thought the notification was junk mail, please indicate 
below how it could be improved. FY 2012   
A phone call or email alerting me to the notification 50%   
First class postage 25%   
Notification sent in a plain envelope 33%   
Notification is personalized 54%   
Notification provides the name(s) of individuals I can contact if I have 
questions or concerns 63%   
Notification does not contain any advertising or marketing materials 11%   
Nothing 35%   
Total 271%   
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Q22. What statement best describes your reaction to the organization 
reporting the breach? FY 2012 FY 2005  
The organization reporting the breach is not to blame 6% 8%  
I will continue my relationship with the organization as long as it does 
not happen again 35% 33%  
I might discontinue my relationship with the organization 39% 40%  
I will discontinue (or already discontinued) my relation with the 
organization 15% 19%  
I will discuss how the organization reported the breach with others via 
email and social media 5%    
Other (please specify) 0%    
Total 100% 100%  
    
Q23a. Was the notification easy to understand? FY 2012 FY 2005  
Yes 39% 48%  
No 61% 52%  
Total 100% 100%  
    
Q23b. If No, why was it difficult to understand? FY 2012   
Too much legal language 53%   
The letter was too long and poorly written 62%   
The type or font size was small 13%   
The language was too complicated 25%   
Other 2%   
Total 155%   
    
Q24. What could the organization do to improve the communication?  
Please check the top two choices only. FY 2012 FY 2005  
Reduce technical or legal terms 24% 18%  
Do not “sugar coat” the message 28% 34%  
Make the communication more personal 27% 27%  
Disclose all facts 45% 41%  
Explain the risks or harms that I will most likely experience as a result 
of the breach 56% 36%  
Make the font or type size larger 12% 8%  
The notification should be in the native language of the victim 6% 7%  
Nothing could be done to improve the message   7%  
Other (please specify) 0% 4%  
Total 198% 182%  
    
Q25. How long did the company wait before telling you about the 
breach? FY 2012 FY 2005  
I was told immediately after the breach 3% 9%  
Less than 2 weeks after the breach 6% 3%  
Between 2 weeks and 1 month after the breach 8% 7%  
Between 1 to 2 months after the breach 15% 19%  
Between 2 to 3 months after the breach 16% 17%  
More than 3 months after the breach 15% 13%  
I can’t tell from the notice when the breach occurred 37% 32%  
Total 100% 100%  
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Q26a. In your opinion, was the message conveyed by the 
organization about the data breach honest and believable? FY 2012 FY 2005  
Yes 55% 61%  
No 45% 39%  
Total 100% 100%  
    
Q26b. If you answered No, what do you believe to be the true 
situation?  Please check all that apply. FY 2012 FY 2005  
The organization is hiding key facts about the data breach 44% 37%  
The organization is not telling me the harms or risks I will likely 
experience 51% 37%  
The organization has “sugar coated” the message 30% 35%  
The organization has exaggerated the harms or risks I will likely 
experience 6% 5%  
Total 131% 114%  
    
Q27a. Did they offer identity protection services such as credit 
monitoring and other identity theft protection measures, including 
fraud resolution, Internet scans for personal information and alerts?  FY 2012   
Yes 29%   
No 67%   
Unsure 4%   
Total 100%   

     
Q27b. If yes, for what length of time were these services provided? FY 2012   
Less than 90 days 3%   
Three months 5%   
Six months 29%   
One year 52%   
Two years 10%   
More than two years 1%   
Total 100%   
    
Q28. How did the notification you received change your trust and 
confidence in the organization? FY 2012 FY 2005  
Increased my trust and confidence in the organization 8% 12%  
Had no affect on my trust and confidence in the organization 30% 30%  
Decreased my trust and confidence in the organization 62% 58%  
Total 100% 100%  
    
Q29a. Have you been harmed by this data breach?  Please check all 
that apply. FY 2012 FY 2005  
I have had no problems resulting from the data breach 28% 31%  
I am more worried about the security of my personal information 63% 61%  
My identity has been stolen 15% 3%  
Marketers have violated my privacy 6% 22%  
I have had to spend time resolving problems as a result of the breach 44% 56%  
Other (please specify) 2% 4%  
Total 158% 177%  
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Q30. What are you doing to protect yourself from identity theft?  
Please check all that apply. FY 2012 FY 2005  
Nothing 49% 50%  
Cancelled all credit or debit card account affected by the breach 35% 46%  
Cancelled bank accounts affected by the breach 5% 12%  
I will monitor my credit reports 15% 21%  
I hired a paid service to monitor my credit reports 4% 9%  
I enrolled in an identity protection service 16%    
I purchased identity protection with scans and alerts to monitor my 
identity  15%    
I hired a lawyer to file lawsuit against the organization 6% 5%  
Total 145% 143%  
    
Q31. Relative to other communications that you receive, how 
important was the data breach notification to you? FY 2012 FY 2005  
Very important 15% 16%  
Important 34% 60%  
Not important 36% 12%  
Irrelevant 15% 12%  
Total 100% 100%  
    
Q32. How has the data breach incident changed your willingness to 
share personal information with organizations? FY 2012   
The incident did not have any affect on my willingness to share 
personal information 20%   
I am now more cautious about sharing my personal data with the 
organization that had the breach 45%   
I am now more cautious about sharing my personal data with all 
organizations 35%   
Total 100%   
    

 
Strongly 

agree Agree Combined 
Q33. Please rate this statement using the scale provided below the 
item. “I believe the organization did a good job in communicating and 
handling the data breach.” Strongly agree and agree. 15% 13% 28% 
    
Part 3. Other items    
    
Q34a. Did you ever accept identity theft protection services or 
“membership” offered by an organization – perhaps after the 
organization notified you about its data breach? FY 2012   
Yes 23%   
No, even though I was offered ID protection services 18%   
No, I was not offered ID protection services 59%   
Total 100%   
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Q34b. If you answered Yes, what were the reasons for accepting 
membership? Please check the one most important reason. FY 2012   
I was concerned when the organization making the offer told me that 
my personal information was lost or stolen  25%   
The membership was free 23%   
I believe this membership will keep me from becoming a victim of 
identity theft 30%   
I believe it is the organization’s responsibility or obligation to protect 
me 21%   
Other (please specify) 1%   
Total 100%   
    
Q34c. If you answered Yes, are you satisfied with the identity theft 
protection services received? FY 2012   
Yes 89%   
No 11%   
Total 100%   
    
Q34d. If you answered Yes, would you renew the membership once 
the free period expired?  FY 2012   
Yes 75%   
No 25%   
Total 100%   
    
Q34e. If you answered Yes, what would be the maximum acceptable 
price per month you would pay to continue membership? Please only 
select one. FY 2012   
$5 or less per month 15%   
$10 per month  37%   
$20 per month  28%   
$30 per month 13%   
Free because none of these prices are acceptable 7%   
Total 100%   
    
Q34f. If you answered Yes, how frequently would you like to be billed 
for membership?  FY 2012   
Monthly 49%   
Quarterly (every 3 months) 30%   
Semi-annually (every 6 months) 7%   
Annually 14%   
Total 100%   
    
Q35. What features are most important in an identity theft protection 
product or service? (Please select the top three features) FY 2012   
Credit report monitoring 28%   
Notification of suspicious transactions or incidents (scans and alerts) 47%   
Identity remediation services (fraud resolution) 38%   
Dedicated identity resolution agents 25%   
Mobile access to my membership information/member center 11%   
Monitoring of email /social media 25%   
Monitoring of new account openings 38%   
Monitoring of credit card activity 42%   
Monitoring of bank account activity 43%   
Other (please specify) 3%   
Total 300%   
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Q36. Are Fraud Resolution Services important enough following a 
data breach that they should be provided to the victims even after the 
initial identity protection membership expired? FY 2012   
Yes 55%   
No 45%   
Total 100%   
    
Q29b. In your opinion, what do you believe is the likelihood that you 
will suffer identity theft as a result of a data breach incident? FY 2012   
Certainty 33%   
Very likely 34%   
Likely 12%   
Not likely 9%   
No chance 12%   
Unsure 100%   
    
    

Part 3. Demographics: Following are variables that will be used by us to analyze 
results. Please note that no personally identifiable information is being collected in 
this survey.   
    
D1. Gender: FY 2012   
Female 52%   
Male 48%   
Total 100%   
    
D2. Highest Level of Education: FY 2012   
High School 20%   
Vocational 17%   
College (attended, no degree) 29%   
College (4 year degree) 25%   
Post Graduate 8%   
Doctorate 1%   
Total 100%   
    
D3. Age: FY 2012   
18 to 25 16%   
26 to 35 24%   
36 to 45 23%   
46 to 55 16%   
56 to 65 10%   
66 to 75 8%   
75+ 3%   
Total 100%   
    
D4. Household Income: FY 2012   
Less than $25,000 5%   
$25,000 to $40,000 14%   
$40,001 to $60,000 29%   
$60,001 to $80,000 28%   
$80,001 to $100,000 13%   
$100,001 to $150,000 7%   
$150,001 to $250,000  2%   
More than $250,000  2%   
Total 100%   
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D5. Were you or any member of your immediate family a victim of 
identity theft? FY 2012   
Yes 15%   
No 70%   
Unsure 15%   
Total 100%   
    
D6. Location: FY 2012   
Northeast 20%   
Mid-Atlantic 19%   
Midwest 18%   
Southeast 12%   
Southwest 13%   
Pacific-West 18%   
Total 100%   
    
    
    
    
    
    
    

 


