
Understand the challenges facing organizations, and the 
impact on their customers, as more channels and 

devices are used to originate new customers.

5 Customer Verification Challenges 
for an

INCREASINGLY MOBILE WORLD

PII is much easier to 
obtain, making it vital 

to widen the view, 
beyond traditional 

authentication means 

More steps and 
longer wait times 

due to an increase in 
flagged transactions

Fraudulent activity in 
one channel decreases 
brand confidence and 

customer loyalty across 
all channels

Frustrated by extra steps 
needed to reauthenticate 
themselves for different 

channels with the 
same organization

of organizations interact with their customer in five 
or more channels.2

performance improvement using models built with 
attributes beyond simple identity element validation.1

36%

Online transactions must 
be accurate, but simple 
and quick or they risk 
losing the customer 

Expect seamless online 
transactions – false 

positives disrupt their 
customer experience and 
erode brand perception

blame the 
merchant

blame the 
credit card 
network

felt upset, 
embarrassed or 
angry3

Of those surveyed who have had Card Not Present (CNP) 
transactions declined:

expect the focus on managing regulatory risk to be 
more than it is today4

It is difficult to stay 
ahead of all device and 

OS security gaps

With each new device and 
technology they use, 

customers fear they are 
more vulnerable to fraud

1Identity Proofing, Experian Government Services White Paper
2Experian Marketing Services study
3Measuring consumer attitude on CNP credit card declines, a TrustInsight® study (by 41st Parameter® a Part of Experian)
4Thompson Reuters Cost of Compliance Survey, 2013 

of consumers use online or mobile to conduct 
business.3

of consumers reported having an online transaction 
declined when device information was not available.3

85%

31% 38% 83%

17%

80%

Tasked with 
diligently authenticating 

consumers while ensuring 
regulatory compliance 

New regulations add 
more steps and more 

frustration to the 
customer experience

These five examples represent only a sampling of the challenges faced by both organizations and customers who expect online 
application processing to be quick, accurate and customer-focused. Learn more about how to addresses these challenges by visiting:

www.experian.com/device-intelligence
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35%

Personally Identifiable Information (PII) is more available, 
but less reliable, than ever before. 

SEARCH RESULTS: PROCESSING

PASSWORD

More transactions are taking place in an 
omnichannel environment.

Diversity of devices and technology complicates 
customer authentication.

Increased online transactions have multiplied fraud 
opportunities, resulting in more false positives.
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NEXT

Stringent requirements change the way organizations 
interact with customers.


