2021 Global Identity and Fraud Report

Protectingand enabling customerengagements
in the new digital era
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The surge In digital demand over the past year reinforced the deep connection
between recognition, fraud prevention and the online customer experience. As
businesses transformed their operations to accommodate the rapidly growing

volume of digital transactions, consumer expectations for easy, secure
Interactions increased at an even faster pace. And that meant less tolerance
for the interruptions caused by security and risk controls.

Our 2021 Global Identity and Fraud Report highlights these shifts and more, drawing on three waves
of data collected throughout the pandemic. The business and consumer surveys took place in waves
from June 2020to January 2021 across 10 countries spanning North America, Latin America, Europe,
and Asia-Pacific. The breadth of datareveals notable changesin consumer and business behaviourand
priorities as each navigated the crisis.

One of the many heartening discoveries included the fact that eight in ten businesses said that they now
have a customer recognition strategy in place, up 26% since the start of the pandemic. Many companies
also developed digital strategies as they strove to improve their online experience and provide security
and fraud prevention measures when customers needed it most.

However, looking ahead companies may be shifting their investments away from security and fraud
prevention. It's a concerning trend, especially given that we anticipate fraud attacks will increase
significantly in the near-term. Dive into this year’s report for insights and detail into:

Business priorities for 2021 and the current disconnect between the
support companies say they provide and what consumers report

Why the digital experience remains siloed from security and
fraud prevention

Changesinconsumer preferences regarding security methods
and the right approach going forward

The normalisation of pandemic-era digital activities and how they’ve
changed consumer expectations

Ourreport also provides five key pieces of guidance, outlining how companies can implement a
continuous authentication strategy that significantly improves the customer experience while also
reducing their fraud risk.

Page 1| Protecting and enabling customer engagements in the new digital era

“Sixty percent of consumers globally have higher expectations for their online
experience, while 55% are saying security is their top priority. You have a
challenge because you want this environment to be as easy and convenientas
possible, but consumers also want this vetting to be done.”

- Eric Haller, EVP and General Manager
Global Identity & Fraud, and DatalLabs
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Businesses invested in digital strategies, but
customers need and want even more support

Consumersfloodedonline channelsoverthe past
year, including many who were “digital newbies.”
For example, the percentage of consumers
over age 40 who reported using online banking
increased from 33% pre-Covidto 38%in January
2021. The same demographic also withessed a
10-percentage pointincrease in online food and
grocery ordering over the same period.

Businesses moved mountainsto meetthe growing
need. Consider that nine out of ten businesses
said they have a digital customer journey strategy,
and nearly half (47%) implemented it during the
pandemic. Financial service companieslaunched
online customer support to address repayment
concerns. Businesseseverywhere beganutilising
online and contactless forms of payment. And
customer recognition strategies became essential,
with 82% of companies saying they now have
one in place.

Yet, despite the effort there’s still a disconnect
between digital initiatives across the business
and the resulting customer experience. Thisisa
continuation of a trend we reported in 2019, when
95%ofbusinessessaidtheysolvedtherecognition
problem, but 55% of customers said they still
didn’t feel recognised.

In our most recent survey, 50% of companies said
they increased customer support; yet only about
one in four consumers said that they’ve received
quicker responses from customer service and that
they were able to connect with customer service
if they got stuck online. These figures held around
the globe, and were in fact lower in the U.K.

Page 3 | Protecting and enabling customer engagements in the new digital era

Businesses respondedto the heightened volume
as best they could at the time. But now with the
pandemic crisis abating, they appear to be homing
inontheissue. In 2021, businesses cited their top
priority as improving support for digital operations
and digital customer service. This was especially
true across the four countries surveyed in the
Asia-Pacific region. Brazil, and the U.S., where
nearly 40% of businesses reported increasing
support for digital as their number one concern.
Inthe U.S., 39% of companies noted thatadding
support meant specifically hiring more people

in call centres. Those figures may reflect a shift

to pre-pandemic norms of in-person staff or

a strategic move to augmentdigital processes
with people.

The latter merits additional scrutiny. Certainly,
some tasks require humans—the times at which
customers truly need a compassionate voice and
some extra help. Many other tasks, however, are
an ideal fit for Al and machine learning solutions.
The rise of truly intelligent bots can help improve
and scale customer supportin ways humans can’t.
Companies need to be exceptionally strategic
about how they combine humans with technology
to ensure they’re not just kicking operational
bottlenecks and costs down the road. What's
more, poorly implemented Al can exacerbate
customer service problems and ultimately hinder
revenue growth.

Businesses look ahead

Top priorities for businesses globally this year

ARSI 3300 3006 | 379 | 31% | 23% | 49% | 36% | 36% | 29% | 30% | 36%
for digital operations

NI CEUI 3100 3206 | 3306 | 299% | 31% | 39% | 38% | 32% | 3206 | 31% | 30%
analytics

InvesHirng S 31% 34% | 37% | 27% | 28% | 37% | 30% | 36% | 31% | 18% | 34%
intelligence

'd”gg;tc'ﬂ]g"g Sc')%;f,‘j‘;re 30% 26% | 34% | 26% | 22% | 30% | 29% | 37% | 26% | 23% | 39%
:j”e‘gi'lgﬂ ?ogjv‘;?e 209 31% | 36% | 26% | 31% | 40% | 16% | 31% | 129% | 19% | 23%
'Srl‘fgsgft'rs‘?a%a" ULl 070, 229 | 26% | 23% | 20% | 429% | 17% | 26% | 26% | 30% | 39%
;Z‘{g;tl'gr? r']:‘eftrhi”di 26% 28% | 38% | 29% | 26% | 27% | 24% | 23% | 24% | 33% | 21%
ziﬁgg’lg‘ggy'zgigg 23% 22% | 23% | 21% | 19% | 30% | 26% | 23% | 27% | 22% | 21%
IncreasingiiEE 23% 21% | 19% | 20% | 21% | 24% | 20% | 26% | 23% | 23% | 31%
personnel

Business survey. In thinking about your organisation's priorities for 2021, where do you intend to direct any financial resources in the area of improving digital customer

service? Check all that apply.
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Behind regional differences
B

Throughout our study, there were marked
differencesinthe behaviourand expectations
of consumersandbusinessesacrossdifferent
regions. For instance, throughout the four markets
surveyed in Asia Pacific, businesses reported
that they are putting less attention on most
digital initiatives, with declines over the year
that outpaced other regions. This may reflecta
recalibration of risk and priorities as companies
gather increasing amounts of new data about
their customers.

There are afew key drivers of these differences.
The varied business priorities across regions
likely reflect prior investment in fraud prevention
as well as the maturity of existing initiatives. And
the consumer privacy concerns correlate with
regionalregulations—consumersin countries with
more robust privacy laws are less worried than
those in areas that don’t have them.

It'simportant to understand the nuances of each
market. However, broadly speaking, we’re also
seeing more similarities and patterns as regions
learn and adopt best practices and policies from
each other and the digital experience evolves.

Meanwhile, as Brazilian companies cited
investment in fraud detection software as one
of its top priorities, it fell to the bottom for
businesses in the U.K. (though U.K. businesses
are prioritising investment in fraud detection
methods).IntheU.S.,mostcompaniessaidthey
planned to hire more people to support digital
operations—a departure from other regions. On
the consumerside, 44%o0fU.S. consumerssaid
they were worried about their online privacy
compared to 23% ofEuropeans.

“‘Businesses are spending the same on fraud management now as they did pre-
pandemic, despite the increase in threats. While it's understandable that they may be
focused on revenue generation over fraud, merely prioritising one over the other means
companies are prone to losses in the long-term. Businesses need to strike a balance
between ensuring a top-notch customer digital experience and recognising customers
accurately as part of their fraud prevention programme.”

- Steve Griffiths, Managing Director of Decision Analytics, Operations & Transformation
Experian Asia-Pacific
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Consumerconcernsvary bycountry...

@ Creditcard information being stolen

@ Online privacy
Identity theft

...and so do businesspriorities

Australia

Investing in
advanced
analytics and Al
Investing in fraud
detection software
and methods

- J

Japan

Investing in
advanced
analytics and Al

Increasing internal

staff/support for
digital operations

- J

-

Brazil

Increasing internal
staff/support for
digital operations
Investing in fraud
detection software
and methods

- J

Singapore

Increasing internal
staff/support for
digital operations

Investing in
digital decisioning
software

N J

Australia

@ rake/Phishing emails, messages or phone scams

False information, fake news or false advertising

France

Increasing internal
staff/support for
digital operations
Investing in fraud
detection software
and methods

- J

Spain

Increasing internal
staff/support for
digital operations

Investing in
advanced
analytics and Al

N J

Germany

Increasing internal
staff/support for
digital operations
Investing in fraud
detection software
and methods

- J

UK.

Investing in fraud
detection software
and methods

Increasing internal
staff/support for
digital operations

- J

~

India

Increasing internal
staff/support for
digital operations
Investing in fraud
detection software
and methods

o J
u.S.
Investing in
digital decisioning
software

Increasing call
centre support
staff

- J
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Theriskofdeprioritising security and

fraud prevention
B

Even as businesses prioritise the customer
experience and support, they are simultaneously
deprioritising mobile security and fraud
management. Throughout the course of our
research, the intention of businesses to increase
fraud management budgets in the next six months
softened. From June 2020 to January 2021, there
was a 6-percentage point decline in business
intention to increase fraud management. The
four markets surveyed in the Asia-Pacific region
reported the most significant change, with a 16
percent point drop in companies saying they’d
increasetheirfraud managementbudgets. These
results suggest that businesses may still not
realise that the same data and tools they can
use to improve security and fraud detection also
enhance the customerexperience.

Given the rise of fraud activity we’re anticipating,
the timing for deprioritising fraud management
couldn’t be worse. During the pandemic, many
fraudsters found new opportunities in exploiting
government-based pandemic assistance
programs. Forexample,accordingto conservative
estimates, at least $36 billion of the $360 billion in
U.S.CARES Actunemploymentbenefitswaslost,
primarily due to fraudulent claims.! In the U.K., as
much as $35 billion in Covid-related loans may
have been fraudulent.?2 As those programs wind
down, we expect criminals will turn their focus to
traditional digital fraud schemes, taking advantage
of the increase in digital traffic to exploit data
stolen over the past three years.

We're already seeing an increase in account
takeover attacks, which entail fraudsters using
compromised usernames and passwords to

commandeer consumer accounts.

Prioritising the customer digital experience

while decreasing focus on fraud prevention sets
companies and consumers up for trouble. A siloed
approach to each usually reflects a company’s
organisational structure and not necessarily

how customers experience your business. For
example, marketing is focused on attracting new
customers. Security is concerned with mitigating
risk, and fraud prevention teams are responsible
for reducing fraudulent transactions. Their goals
may notalign. Yet, customers and fraudsters don'’t
operate insilos. They switch devices and channels
often, and fraudsters frankly exploit disconnects
between the two.

Your digital customer experience may.

be top-notch. But if you’re not accurately
recognising customers as part of a fraud
prevention program—or worse, if you're

errantly enabling fraudsters by believing
they’re legitimate customers—then your
efforts are ineffective. And while the
primary damage is financial loss, the
collateral damage is customertrust.

L https://www.cnbc.com/2021/01/05/scammers-have-taken-36-billion-in-fraudulent-unemployment-payments-.html
2 https:/lwww.pymnts.com/news/security-and-risk/2020/report-an-estimated-26-billion-in-uk-covid-loans-might-be-fraudulent/
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Fraud prevention budgets dip

Only 55% of businesses plan to increase their fraud budgets, same as pre-pandemic

95% 95%

Feb 2020 June 2020 Sept 2021 Jan 2021

Business survey. Compared to budget related to fraud management (e.g. salaries, prevention measures/solutions, loss targets, etc.) available within your organisation prior
to Covid-19 pandemic, do you anticipate this budget to increase, decrease or remain the same over the next 6 months? Check one only.

“Fraud has become more complex and it’s critical to anticipate future fraud
risks. In our increasingly digital world, now is the time for companies to adopt
targeted verification strategies using data, technology, and advanced analytics

to keep up with the rapid pace of fraudsters”

- Kathleen Peters, Chief Innovation Officer
Experian Decision Analytics, North America
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Consumers are increasingly ready for invisible
means of security

One of our most significant findings was the
increasing comfortand preference thatconsumers
have for physical and behaviour-based—or
invisible—methods of security. Consumers
ranked the following methods based on their
perceived security:

1) 74% of consumers said physical biometrics:
Mostly applicable to mobile devices and include
facial recognition and fingerprints

2 72% of consumers said PIN codes sent to
mobile devices: Requiresthe use oftwodevices,
each connected to the users’ account.

3 66% of consumerssaid behaviouralanalytics:
Leverages passively observed signals across
browsers and mobile devices, requiring no
effort from the consumer.

55%

of consumers say
security is themost
important aspect
of their online
experience.
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Notably, passwords didn’t earn a spot in the top
three most secure methods for authenticated
customer identity, even though nearly every
digital account and device includes some sort of
password protection.

This indicates a new shift in consumer thinking
that moves away from the realm of the password.
The methods consumers deemed least secure:
personal information, account usernames and
social media accounts.

Even as their preferences evolve, consumers
still prioritise security and privacy. In fact, global
concern among consumers regarding many
types of fraudulent activity remains at levels
higher than before the pandemic. For instance,
34% of consumers said they were worried about
online privacy in January 2021 compared to 29%
before Covid-19. Thirty three percentsaid they're
concerned about identity theft, up from 28%
pre-pandemic. In Europe, consumersalso cited
concerns about government requirements for
tracking related to contact tracing and pandemic
management.

However, the data shows that consumers are more
willing to have businesses manage their security
and privacy without their overt involvement.
Historically businesses have used authentication
methods that relied on customer action, such as
memorising passwords, answering questions, and
receiving one-time passcodes (OTPs). Consumers
used to think that those methods constituted
robust security, though in reality, they’re extremely
brittle. Passwords can be stolen or forgotten and
OTPs can be intercepted.

In these cases, bad actors can easily present
themselves as another person, providing
businesses with a false sense of their security’s
effectiveness.

Given the shift in consumer preferences,
businesses have the opportunity for a new
approach to security, layering visible and invisible
methods. By leveraging data and observations
garnered throughout the customer journey,
companies can facilitate accurate recognition
and authentication ateach discrete decision. The
same insights that companies use to improve
the customer experience power that continuous
authentication—and reduce friction across the
customer’s journey.

Companiesthatmeetconsumerexpectationsin
this new era of secure digital experiences stand
to benefit. Forexample,consumers consistently
said they’d abandon a transaction if they had to
wait more than 30 seconds. This highlights the
importance of keeping fraud checks fast and
seamless. Improving security can also improve
loyalty and trust. Consumers reported that
they had enhanced opinions of companies that
implemented physicaland behavioural biometrics,
and those that send PIN codes to devices. The
percentage of consumers saying so increased
from June 2020 to January 2021.

“There’s an opportunity for companies to more freely adopt invisible security solutions
without having to play the ‘theatre of security’ game, which can reduce friction and

increase customer satisfaction.”

- David Britton, Vice President of Industry Solutions
Experian Global Identity &Fraud

B

Protecting and enabling customer engagements in the new digital era | Page 10



Consumers want businesses to do more when The credit card misconception
It comes to privacy and security

In our research, 44% of consumers said they  The misconception around credit card
were most concerned about protecting credit  vulnerability presents an opportunity for
cardsandbankaccountdetails. Only23%were  financial service organisationsto educate
concerned about protecting personal data consumers about the benefits of credit
such as their date of birth, address, and social card transactions.

security numbers.

Use more security Provide more & Have more visible
steps whileonline information on how security measuresin

data is used and place online Such information may prove especially timely

stored Personal data poses inherently more risk, as consumers are increasingly interested in

O O O enabling fraudsters to steal identities and take non-credit based forms of online payments
5 5 /O 51 /O 4 /O over existing accounts. suchaspeer-to-peer payments, which provide
Creditcards, meanwhile, offer some of

the most robust protections regarding
fraudulent use.

much less protection.
60% in APAC

Implementstrong, Provide more !
invisible security information aboutwhy
measures they’re requesting
personal information

47% 45%

59%inthe U.S.
60%inthe U.K.

“‘Businesses more than ever need to balance fraud prevention and a smooth customer
experience. Fortunately, many of the necessary checks can be carried out invisibly and
in real-time while onboarding the customer. For example, running consistency checks on
their device or behavioural biometric assessment of the customer.”

- James Brodhurst, Head of Experian Identity & Fraud Practice
Europe, Middle East and Africa
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Consumers moved rapidly online—andthey’re

here to stay

The explosion of digital demand introduced new
consumerstoonlineservicesandaccelerated
digital transformation across companies and
industries. Now for many the question is:
Whathappensnext? Theneedsofconsumers
throughout the crisis are giving way to a new,
more permanent way of living and working
digitally. It's one that businesses need to support.

Our analysis revealed an increased use of digital
services at the start of the pandemic, a spike in
September 2020, and then a leveling out (though
at higher than pre-pandemic demand). For
example, ordering food and groceries online has
declined slightly since September, but the activity
remains 20% higher than before the crisis. The
purchase of clothing, electronics, and beauty and
wellness products is also on an upward trend.

Regardless of the activity, consumer expectations
for their digital experience remain high.

Forexample, throughout our study, the percentage
of consumers who said they’re remaining loyal
toward online brands and service providers dipped
from 66% to 63%. In the four markets surveyed in
Asia Pacific, the figures went from a high of 70%
to 60%.

The shifting loyalty suggests that we're at a
unigue moment in which companies may capture
consumer attention, and just as quickly lose it.
Related, the percentage of consumers who said
they’re tolerant of online service delays and digital
inconveniences also dipped by 5 percentage points
over the three waves.

Theresearch surfaces animperative to provide
convenient and seamless recognition and
authentication throughout the digital experience.
Thatmeans consumerscanaccesstheiraccounts
across devices, be consistently recognised at each
point and not have to authenticate themselves
multiple times during theirexperience.

For companies, the time to act on this is now—
the pandemic revealed that organisations that
invested in digital experience and fraud prevention
fared better than those who restricted their
investments. We may not be able to predict the
next crisis. But the companies that prioritise
functionality across all aspects of the digital
channels will be ready to respond to the next wave
of consumer demand and will continue to meet
rising expectations.

“With the acceleration of the adoption of digital channels in consumers’ lives, companies
have no alternative but to invest in new methods of fraud detection and increasingly
sophisticated technologies throughout the customer journey so that the security of the
operation does not affect their seamless experience.”

- Jaison Reis, Head of Identity & Fraud Product Management

Serasa Experian
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Therise of mobilewallets

The increase in mobile wallet usage is part

of our “new normal.” At the height of the
pandemic, 64% of global consumers said
they used mobile wallets. That dipped to
60%, but remains well above the 53% that
reported using mobile wallets before Covid-19.
Usage is especially high in Brazil, with 70% of
consumers reporting that they used mobile
wallets, a 19-percentage pointincrease since
June 2020. While it’s likely that mobile wallet
use in Brazil is concentrated to metropolitan
areas, it highlights its growth due to the mass

adoption of smart phones by the Brazilian
population. Mobile wallets offer distinct benefits
that are particularly relevantnow:

» They provide a contactless way to pay,

reducing the need to touch or Point-of-Sale
device or hand a card to a cashier.

» Paymentdatais encrypted intothe device and
merchants only receive tokenised data.

» The device usuallyneedsto be unlocked by a
physical biometric, furthering improving the
safety of the paymentmethod.

Consumer preference for universal mobile wallets as a payment method:

o
IG
b=
%)
=
<

Prior to Covid-19

0,
(before June 2020) e

48%

Singapore

Since Covid-19

(as of January 60% 44% | 70% | 46% | 72% | 84% | 37% | 78% | 61% | 54% | 53%

2021)

Consumer preference for universal mobile wallets as a payment method by age:

January 2021

Australia

Singapore

Olelo [T NORVETENol0l 66% 48% | 51% | 47% | 59% | 70% | 34% | 68% | 54% | 53% | 49%

OVSIQIOAVEE Kol ol 56% 44% | 70% | 46% | 72% | 84% | 37% | 78% | 61% | 54% | 53%
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In the minds of pandemic-era digitalcustomers
B

Consumers surveyed in January 2021 showed less loyalty to current online service providers, less
tolerance of online service delays, and less trust of online businesses compared to the previous June.

Fraud concerns and age

Younger consumers remain more concerned about fraud, which may explain why they're also
more likely to use biometric security features.

They also felt more concerned about fraud. Older than40 Youngerthan 40
June September | January Six-month
2020 2020 2021 change
_I m more 'tolerant with online service delays/ 48% 48% 43% 506
inconvenience | encounter
I'm staying with the same online businesses now JEEGIEA] 67% 63% -3% 3 7 % 4 9 %
. : More concerned More concerned
The busmeslses | prefer to deal with have not 2504 26% 2204 3% about fraud nowthan about fraud nowthan
adaptedso I'vetakenmybusiness elsewhere before the pandemic before the pandemic
I'm more trusting of online bt_Jsmesses with they 44% 46% 43% 1%
demonstrate signs of security
I |_n_crea§ed the number/types of businesses | 41% 49% 40% 1%
visit online :
| feel safer sharing my personal information 25% 28% 25% 0%
| feel saferthatpusmesses have putin more 46% 510 47% 1% 3 7 /0 4 8 /O
complex security procedures _
Feel saferusing Feel safer using
. : : : biometric security | biometric security
0 |
| feel safer using biometric security features 40% 45% 41% 1% features than before | U
_ ) the pandemic 7 the pandemic
Ibelle_vek_)usmesses have putmore 41% 48% 420 1% :
security in place
I'm now more of a target of online fraud 39% 43% 42% 3% " . . . . . .
2 ’ ’ ’ ’ Its critical businesses are confident in who they are dealing with
| like to know what my data is being requested o0t - a0, 0% and protect their customers by identifying suspicious activity
for more now not only at the point of log-in but throughout all points of the digital journey.”

- Eduardo Castro, Head of Experian Identity & Fraud
United Kingdom

Consumer survey. When thinking about ways that you engage and interact currently with businesses online (e.g. sign-up or check your accounts, buy or apply for things
online), to what extent do you agree or disagree with the following.
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Consumer authentication and fraud prevention are
foundational to the digital experience

Asthe digital experience becomes anincreasingly
important component of consumer lives,
continuous authentication needs to underpin
everything. In a not so distant future, companies
willrecognise consumers across every interaction
in a way that replicates human interaction in the
physical world. For example, humans use senses
to develop highly complex profiles that connect
sounds, smells, speaking styles, appearances, and
behaviours with specific individuals.

Our digital world is in the early stages of modeling
these interactions, transformingrecognition

and authentication from a chore that relies on
consumers doing “something” to something

that happens automatically. Here are five tips

for creating a digital strategy with continuous
authentication as the foundation:

1) Eliminate silos to create secure, seamless, end-
to-end customer experiences.

Organisational silos are contributing to a fractured
system that delivers disjointed customer
experiences. Customers don't think of fraud
prevention or recognition as separate from their
account onboarding or payment transaction.
Companies need to think holistically about

their digital experience, using insights atevery
interaction to build customer profiles that lead to
greater interaction and reducedfriction.

2) Layer security methods to meet consumer
expectations.

Utilise a combination of security methods—
visible and invisible—to meet evolving consumer
expectations regarding recognition and security.
A layered approach also includes data from
consumer observations andactivities.

The right formula will differ by companies and
transaction value; however, it should include
anadvanced mixofrecognition, authentication
capabilitiesand sophisticated analyticsto achieve
the best results.

3) Blend Al and ML tools with your high-
performing processes.

Toadopt layered security and build end-to-end
experiences, businesses need to more advanced
technologies. Al and ML tools help make sense
of the data, automate processes, and scale the
digital experience. But they’re not a wholesale
replacementfor people. Instead, take a strategic
approachto Al and ML solutions, blending them
with your well-performing processes to add value
and improve the customer experience.

4) Double-down on recognition toimprove
decision making and customer trust.

Last year, we reported that accurate recognition
was critical for improved customer engagement
and mutual trust. The pandemic put this concept
to the test, showing that consumers are more
trusting of businesses that show signs of fraud
prevention and security. Effective recognition

is the start of that trust and the lynch pin in
fighting fraud.

5) Look to other countries for innovative solutions
and new paths tosuccess.

Too often we find that countries tend to think

of themselves as standalone markets when it
comes fraud and consumer expectations of digital
experiencesandsupport. Whilethereare nuanced
differences, companies in different countries can
also learn from each. Look across borders for
approachesthatare succeeding and considerhow
you can incorporate those successes into your

own digital customer experience.

Winners of a new era Q
O
a8

In the face of a global crisis, businesses more than rose to

the occasion, transforming how they digitally engage with

customers. The silver lining of a challenging year has been a
deeperunderstanding of consumers’digital needs and expectations, pending
opportunities, and potential risks.

Going forward, businesses need to find ways to continually improve the
customer experience, while protecting consumer identities and information.
The winners of this next era will be those that incorporate continuous
authentication and advanced recognition into a digital strategy that considers
the complete customer journey.

For additional identity and fraud
prevention research and trends, visit the
Experian's Global Insights blog
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Survey respondents and methodology

Survey fielded:

June 20-July 7, 2020
September 16-30,2020
January 2-24, 2021

Respondent base:

Includes samples

from Australia, Brazill,
Germany, France, India,
Japan, Singapore, Spain,
United Kingdom and the
United States

Includes representation
from the following
business functions: credit
risk, fraud risk,customer
experience, information
technology, innovation,
product and marketing

9,000

Consumers age 18-70years old and older
with at least one online account.

2,700

Business executivesfromNorth America,
Latin America, Europe, Middle East and
Africa, and Asia Pacific.

Enterprise 40%
Mid-market 44%

SMB 16%

o w @

Retailbanking
and cards

E-commerce FinTech

Telco and

o Insurance
utilities
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Effective fraud prevention does more than
stop fraud

Without a doubt, your fraud prevention efforts are aimed at stopping fraud and reducing losses. But, an
effective program also makes it easier for your good customers to do business with you. So how do you
achieve both? It starts with moving away from a one-size-fits-all approach. Instead, you should apply the
right level of protection needed for each and every transaction.

Most consumers aren’t aware of what's happening behind the scenes to keep them safe as they do
everydaythings... like shop online or check bank balances from a mobile device. We're proud of the fact
that we helped our clients screen more than 15 billion fraud events this past year. That’s over 3,300
events per second.

With more than 300 fraud specialists around the world, Experian continually invests in its technologies
and platforms to help our clients build a layered approach to fraud. Access to this expertise along
with a range of best-in-class industry solutions, flexible workflow and integrated orchestration are
critical requirements in the modern age of solving identity and fraud challenges. It means developing
strategies that may introduce friction only when it's not possible to re-recognise consumers from their
digital footprint. We call that hassle-free, and that’s how it should be. Our solutions are built using data,
technology and analytics to stop fraudsters without stopping good customers. Now, fraud prevention
contributes to growth and a positive experience.

Contact us

Experian DACH
informa Solutions GmbH an Experian company
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76532 Baden-Baden ‘
T +49 7221 50 40 3000

F +49 7221 50 40 3001
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