
APP fraud and social engineering scam cases 
and losses across the globe

Experian 12/2023. The word ‘EXPERIAN’ and the graphical device are trade marks of Experian and/or its associated companies and may be registered in the EU, USA and other countries. The graphical device is a registered Community design in the EU. All rights reserved. www.experian.com

Canada

Two of the top three scams in 2022 
were investment scams (particularly 
cryptocurrency fraud) and romance scams.

United States

• Investment scams: $3.8 billion in 2022, surpassing losses 
from any other scam and more than double the losses 
reported in 2021 ($1.8 billion).

• Impersonator scams: $2.6 billion in 2022. Business 
imposter scams rose to $660 million in 2022, compared to 
$453 million in 2021.

Brazil

A 2022 survey showed a 165% increase 
in social engineering scams since the 
pandemic began.

UK

• APP fraud losses £239.3 million in 
the first half of 2023, 27% higher 
than the same period in 2020. 

• Purchase scams most common 
form of APP scam with 76,946 in 
the first half of 2023.

Netherlands

Victims of online dating fraud were scammed for 
an average of €20,000 in 2022.

South Africa

• The top three reported scams to SAFPS are 
Advanced Fee scams, Investment scams, and 
Cyber scams.

• Romance scams make up 40% of losses incurred, 
with consumers losing over R125 million in 2022.

Hong Kong

• Deception cases in 2022 increased by 45.1% to a total of 
27,923.

• Over 70% of these cases were internet-related, with online 
shopping scams, employment fraud, investment fraud, and 
telephone deception being the primary drivers.

Singapore

• The total number of reported scam cases increased by 
64.5% to 22,339 in the first half of 2023.

• Job scams, e-commerce scams, fake friend call scams, 
phishing scams, and investment scams were the top five 
scam types during that period.

Australia

• AUD 377.2 million lost to investment scams in 2022 from 
9,361 reported cases.

• Dating and romance scams accounted for AUD 40.67 million 
from 3,699 reported cases.

Read more global insights >>
Australia

https://www.scamwatch.gov.au/research-and-resources/scam-statistics
Brazil

https://www.infomoney.com.br/minhas-financas/golpes-bancarios-disparam-e-devem-gerar-prejuizos-de-r-25-bilhoes-neste-ano/

Canada

https://www.rcmp-grc.gc.ca/en/news/2023/fraud-prevention-month-2023-fraud-losses-canada-reach-historic-level

Hong Kong

https://www.police.gov.hk/ppp_en/01_about_us/cp_ye.html

Netherlands

https://www.fraudehelpdesk.nl/campagnes/verlies-je-hart-niet-aan-datingfraude/

Singapore

https://www.police.gov.sg/-/media/9B26F6C9613B4760AC78D15EBCDB4048.ashx

South Africa

https://yima.org.za/pdfs/GASA2023SummitFraudlandscapeinSA.pdf

UK 

https://www.ukfinance.org.uk/policy-and-guidance/reports-and-publications/2023-half-year-fraud-report

United States

https://consumer.ftc.gov/consumer-alerts/2023/02/top-scams-2022

Sources

https://www.rcmp-grc.gc.ca/en/news/2023/fraud-prevention-month-2023-fraud-losses-canada-reach-historic-level
https://consumer.ftc.gov/consumer-alerts/2023/02/top-scams-2022
https://www.infomoney.com.br/minhas-financas/golpes-bancarios-disparam-e-devem-gerar-prejuizos-de-r-25-bilhoes-neste-ano/
https://www.ukfinance.org.uk/policy-and-guidance/reports-and-publications/2023-half-year-fraud-report
https://www.fraudehelpdesk.nl/campagnes/verlies-je-hart-niet-aan-datingfraude/
https://yima.org.za/pdfs/GASA2023SummitFraudlandscapeinSA.pdf
https://www.police.gov.hk/ppp_en/01_about_us/cp_ye.html
https://www.police.gov.sg/-/media/9B26F6C9613B4760AC78D15EBCDB4048.ashx
https://www.scamwatch.gov.au/research-and-resources/scam-statistics
https://www.experian.com/blogs/global-insights/

