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Part 1. Introduction
Companies face an ever-changing global regulatory landscape, such as the European Union’s
(EU) General Data Protection Regulation (GDPR), scheduled to go into effect in May 2018.
However, are companies prepared to mitigate the risk of a global data breach and comply with
global regulations such as the GDPR?
In this study, Data Protection Risks & Regulations in the Global Economy, sponsored by
Experian® Data Breach Resolution, we surveyed 558 individuals in IT, IT security and
compliance who are at some level involved in their companies’ compliance with global regulations
for privacy and data security. Seventy-four percent of respondents are either very familiar or
familiar with the GDPR, and 89 percent of respondents say it will impact their companies’
approach to data protection in locations outside the U.S.
Companies are not adequately
prepared to respond to global data
breaches

Figure 1. Does your organization have one or more
incident response (IR) plans in place to resolve global
breaches?

Data breaches are the biggest
security risk for companies operating
globally, according to respondents.
Specifically, data breaches involving
large volumes of data and high-value
information are the most significant
risks for companies (65 percent and
50 percent of respondents,
respectively).
Many companies are experiencing
such data breaches. Fifty-one
percent of respondents say their
companies had a global data breach
in the past five years. Of these, 56
percent say their companies had
multiple breaches. However, as shown in Figure 1, only 27 percent of respondents say they have
a data breach incident response plan that is unique for each country or region and almost a third
(32 percent) do not have an incident plan for responding to a global data breach.
Beyond response plans, companies’ overall security measures and policies are inadequate,
leaving them unprepared to prevent and respond to data breaches. In fact:
!

!

!

Almost half (49 percent) of organizations represented in this research have security solutions
that are outdated and inadequate to comply with a global data breach. As a consequence,
only 40 percent of respondents say their organizations have the right security technologies to
adequately protect information assets and IT infrastructure in all overseas locations.
Only 39 percent of respondents believe their organizations have the right policies and
procedures in place to protect information assets and critical infrastructure in all overseas
locations.
Lastly, only 35 percent say their organizations could manage cultural differences or
expectations around privacy and data security across all regions of the world.
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When it comes to the GDPR specifically, many companies are not fully prepared to address the
requirements of the new regulations. While all respondents have some degree of familiarity or
awareness, only 25 percent say their companies have a high degree of readiness to comply with
GDPR.
Companies struggle to comply with global regulations and GDPR
Senior management fails to prioritize global regulations and remains skeptical about the benefits
of GDPR. The findings show that only 30 percent of respondents say their companies’ C-Suite is
fully aware of the state of compliance with global regulations. Moreover, only 38 percent of
respondents agree that senior leadership views compliance with global privacy and data
protection regulations as a top priority.
Additionally, 89 percent of respondents believe GDPR will have a significant impact on their data
protection practices. However, is the pain worth the gain? Only 41 percent of respondents believe
global regulations will strengthen their organizations’ privacy and data protection practices.
Further, 70 percent of respondents do not believe or are unsure whether the more stringent
notification requirements in the GDPR will benefit the victims of a data breach.
Sixty-nine percent agree that failure to comply would have a detrimental impact on their
organizations’ ability to conduct business globally. Despite acknowledging the challenges and
negative effects of noncompliance, many companies (59 percent of respondents) do not
understand what their companies need to do to comply with the GDPR. Among those
respondents who say they do understand, 34 percent say they are preparing for compliance by
closing overseas operations in countries with a high noncompliance rate.
Companies are aware that GDPR notification requirements will be difficult to implement.
Providing timely notification of a data breach to regulators will be very difficult or difficult to
implement, according to 69 percent of respondents. As part of the GDPR’s requirements,
organizations must report a data breach to regulators within 72 hours of becoming aware of it. Of
those organizations that have had a global data breach over the last five years, 50 percent of
respondents say they were required to notify victims under current regulations.
If organizations were required to notify, 38 percent of respondents say it took between two and
five months to complete notification. Only 10 percent notified victims within the GDPR window of
72 hours. Additionally, a mere 14 percent of respondents say the notification process was “very
effective.” Whereas 35 percent of respondents claim it was not effective at all.
How to overcome the challenges of global security risks and compliance
While many companies are aware of and have experienced the backlash of data breaches, in
some cases of global breaches, most are not taking steps to adequately prepare for and manage
existing and emerging threats. The top barrier to compliance with GDPR is the need to make
comprehensive changes in business practices.
As the research reveals, companies are struggling to understand how to comply with new
regulations. Only 41 percent of respondents say their companies understand what they need to
do to comply. These companies are taking the following actions:
!
!
!

Conducting assessments of their ability to comply with the regulations (70 percent).
Investing in new technologies or services such as analytics and reporting, consent
management and encryption (57 percent).
Appointing a data protection officer under the GDPR (55 percent).

Other steps companies can take to prevent and prepare for a global data breach include investing
in governance, risk management and compliance (GRC) programs; investing in enabling security

Ponemon Institute© Research Report

Page 2

technologies (e.g., security analytics, SIEM, enterprise wide encryption, threat intelligence
sharing platforms); recruiting and retaining knowledgeable personnel; purchasing cyber and data
breach insurance; and implementing programs that preserve customer trust and loyalty.
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Part 2. Key findings
In this section, we provide a detailed analysis of the research. The complete audited findings are
presented in the Appendix of this report. We have organized the report according to the following
topics:
•
•
•

Companies are not adequately prepared to respond to a global data breach
Companies struggle to comply with global regulations and GDPR
How to overcome the challenges of global security risks and compliance

Companies are not adequately prepared to respond to a global data breach
Data breaches are the biggest security risk for companies operating globally, according to
respondents. Data breaches involving large volumes of data and high-value information are the
most significant risks for companies (65 percent and 50 percent of respondents, respectively).
Figure 2 shows the reasons companies are at risk for future data breaches. In fact:
!

Almost half (49 percent) of organizations represented in this research have security solutions
that are outdated and inadequate to comply with a global data breach. As a consequence,
only 40 percent of respondents say their organizations have the right security technologies to
adequately protect information assets and IT infrastructure in all overseas locations.

!

Only 39 percent of respondents believe their organizations have the right policies and
procedures in place to protect information assets and critical infrastructure in all overseas
locations.

!

Lastly, only 35 percent say their organizations could manage cultural differences or
expectations around privacy and data security across all regions of the world.

Figure 2. Perceptions about the ability to mitigate global security risks
Strongly agree and agree responses combined

Existing security solutions are outdated and
inadequate to respond to a global data breach

49%

Security technologies protect information assets
and IT infrastructure globally

40%

The right policies and procedures are in place to
protect information assets and critical
infrastructure globally

39%

Our organization has the ability to manage global
privacy & data security cultural differences or
expectations

35%
0%
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The majority of companies have already experienced at least one global data breach. Fiftyone percent of respondents say their companies have had a global data breach in the past five
years. Of these, 56 percent say their companies have had multiple breaches. As shown in Figure
3, most of these breaches occurred in North America, Europe and Asia-Pacific.
Figure 3. Where did the global data breach occur?
More than one choice allowed

70%
60%

58%

50%

43%

40%

35%

30%
18%

20%

16%

10%
0%
North America

Europe

Asia-Pacific

Middle East &
Africa

Latin America &
Mexico

Companies are most confident in their ability to respond to data breaches in Europe and North
America and least confident in the ability to respond to data breaches in Latin America & Mexico
and the Middle East & Africa, as indicated in Figure 4.
Figure 4. Level of preparedness to respond to global data breaches by region
Very high and High level of responses combined

80%
70%

67%
54%

60%

44%

50%
40%

38%

30%

21%

20%
10%
0%
Europe

North America
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Data breaches are the biggest security risk for companies operating globally. In the context
of this research, a global data breach pertains to data loss or theft of consumer and/or company
information in countries or regions outside its home country.
As shown in Figure 5, data breaches involving large volumes of data and high-value information
are the most significant risks for companies (65 percent and 50 percent of respondents,
respectively). Other concerns are ransomware (42 percent of respondents) and the Internet of
Things (IoT) (30 percent of respondents).
Figure 5. What emerging data security risks concern you the most?
Three choices allowed

Breaches involving large volumes of data

65%

Breaches involving high-value information

50%

Ransomware

42%

Internet of Things (IoT)

30%

Emergence of hacktivism (i.e. activist-motivated
hacking attempts)

23%

Stealth and sophistication of cyber attackers

23%

Nation state attackers

19%

Emergence of cyber syndicates

18%

Cyber warfare or cyber terrorism

15%

Malicious or criminal insiders

15%
0%
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Negligent insiders cause most of these breaches. The threat of negligent insiders is most
often cited as the root cause of the breach (52 percent of respondents), as shown in Figure 6.
The likely reason so many global breaches involve negligent insiders is the difficulty in monitoring
the behavior of employees and contractors in overseas locations. Only 39 percent of respondents
say the breach was due to a cyber attack, and 35 percent of respondents say it was a system
glitch.
Almost a third of these breaches (32 percent of respondents) say the global data breach was
related to a lost or stolen data-bearing device such as a laptop computer (45 percent of
respondents) or smartphone (37 percent of respondents).
Figure 6. What were the causes of these data breaches?
More than one choice allowed

52%

Negligent insider
39%

Cyber attack

35%

Systems glitch
23%

Data lost in physical delivery

21%

Outsourcing data to a third party

20%

Failure to protect actual documents

17%

Malicious insider
5%

Other

7%

Do not know
0%

10%

20%

30%

40%

50%

60%

A customer complaint revealed the data breach. According to Figure 7, 44 percent of
respondents say they learned about the breach from a customer who said their data had been
lost or stolen and 36 percent say a vendor was responsible for the loss or theft of the data.
Figure 7. How did your organization find out about the global data breach?
More than one choice allowed

A complaint from a customer who said their data
had been lost or stolen

44%

By accident, we discovered that data in the
custody of a vendor was lost or stolen

36%

We discovered that our data had been lost or
stolen during an audit or assessment

26%

A vendor or third party notified us about the data
breach

18%

Law enforcement informed us that our data was
breached

9%
7%

Unsure
0%
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Notification of victims of the global data breach is considered ineffective. Of the companies
that had a data breach, 50 percent of respondents say the global data breach required
organizations to notify individuals affected by the breach. Only 36 percent of respondents say the
notification process was very effective (14 percent) or effective (22 percent). According to Figure
8, 57 percent of respondents say it took at least two months to notify data breach victims.
Figure 8. How soon did you notify victims of the data breach?
38%

40%
35%
29%

30%
25%

19%

20%
15%
10%
10%

4%

5%
0%
Within 72 hours

Within a month
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Companies are at risk because they are transferring and sharing sensitive data to
locations overseas. Seventy-eight percent of respondents say their companies transfer or share
consumer data with offices and third parties around the world. According to Figure 9, data
processing operations, including the use of cloud infrastructure; payment transaction processing;
identity, authentication and security management; and marketing and customer outreach, are the
most common practices of these companies.
Figure 9. How do you transfer or share consumer data with overseas locations and third
parties?
More than one choice allowed

Data processing operations including the use of
cloud infrastructure

70%

Payment transaction processing

59%

Identity, authentication and security management

58%

Marketing and customer outreach

56%

Application development and testing

47%

Call centers and customer service operations

44%

Data hygiene and quality control

41%

Advertising and promotion campaigns

40%

Research and development

23%

Sales management

19%

Other

3%
0%
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Companies worry about the financial consequences as a result of a global data breach. As
shown in Figure 9, 60 percent of respondents say their organizations worry about the financial
harm when responding to and resolving a global data breach. Other concerns are brand and
reputation damage and the loss of customer and customer trust.
Figure 10. If you are not confident in your ability to respond to a data breach, what are the
top three concerns?
Three choices allowed

Caused significant financial harm

60%
51%

Caused significant brand and reputation damage
Decreased customer and consumer trust in our
organization

50%

Made our organization more vulnerable to future
breach and other security incidents

34%

Loss of productivity

27%
23%

Legal action

19%

Regulatory fines
Negative media coverage

13%

C-level executive was forced to resign

11%
8%

Decline in company’s share price
Other

4%
0%
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Companies struggle to comply with global regulations and GDPR
Compliance with global regulations is a challenge, and many would consider closing their
overseas operations. While only 41 percent of respondents say compliance with global
regulations will strengthen their companies’ privacy and data protection practices, as shown in
Figure 11, 69 percent of respondents admit failure to comply with global regulations would have a
detrimental impact on their companies’ ability to conduct business globally. In fact, 50 percent of
respondents say their companies would consider closing their overseas operations because of
overly strict compliance requirements.
GDPR notification requirements are considered very difficult to comply with, according to 73
percent of respondents. However, only 30 percent of respondents say their senior leaders and
board of directors are fully aware of their companies’ state of compliance with global regulations,
and only 38 percent of respondents believe their senior leadership views compliance with global
privacy and data protection regulations as a top priority.
Figure 11. The effect of global regulations on data protection practices
More than one choice allowed

The notification of data breach victims on a
global scale is very difficult to perform

73%

Failure to comply with global regulations would
have a detrimental impact on our organization’s
ability to conduct business globally

69%

Our organization would consider closing its
overseas operations because of overly strict
compliance requirements

50%

Compliance with global regulations will
strengthen our organization’s privacy and data
protection practices

41%

Senior leadership views compliance with global
privacy and data protection regulations a top
priority

38%

Senior leaders and board of directors are fully
aware of the organization’s state of compliance
with global regulations

30%

0%
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Companies only have one year to comply with GDPR. The new General Data Protection
Regulation (GDPR) is set to replace the Data Protection Directive 95/46/ec effective May 25,
2018. The GDPR is directly applicable in each EU member state. It also addresses export of
personal data outside the EU. The reach of the new regulation is more expansive than that of
previous regulations. Specifically, any company outside of the EU that is targeting consumers in
the EU will be subject to the GDPR.
Personal data is defined as any information relating to an identified or identifiable natural person
(“data subject”). Under the GDPR, a “personal data breach” is “a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or access to,
personal data transmitted, stored or otherwise processed.”
Companies are not ready for GDPR. Only 24 percent of respondents rate their companies’ level
of readiness to comply with GDPR as high and 59 percent say they do not understand what the
company needs to do to comply with the GDPR. As shown in Figure 12, 58 percent of
respondents it is more difficult to comply with relative to other data security requirements.
Figure 12. How difficult will the GDPR be to comply with?
70%
60%

58%

50%
40%
30%

23%

20%

11%

10%

8%

0%
More difficult

Equally difficult
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To prepare, companies are conducting assessments of their ability to comply with the
regulations. As shown in Figure 13, of the 41 percent of respondents who say their companies
understand what they need to do to be in compliance, 70 percent are conducting an assessment
of their ability to comply with the regulations, and 57 percent of respondents say they are
investing in new technologies or services such as analytics and reporting, consent management
and encryption to prepare for the new requirements. Fifty-five percent of respondents say they
have appointed a data protection officer under the GDPR.
Less than half (48 percent) of respondents say their organizations have allocated budget
specifically for compliance with the GDPR. The average budget for these companies’ GDPR
compliance efforts is $10 million.
Figure 13. How is your company preparing for compliance with GDPR?
More than one choice allowed

Assessing the ability to comply with GDPR

70%

Investing in new technologies

57%

Appointing a data protection officer under GDPR

55%

Allocating budget for compliance with GDPR

48%

Closing overseas operations at risk for noncompliance

34%

Informing senior leadership and board of
directors about GDPR requirements

29%

Terminating relationships with high-risk overseas
third-parties

23%

None of the above

11%

Other

4%
0%
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The primary barrier to GDPR compliance is the need to change business practices.
According to Figure 14, 60 percent of respondents say their companies will need to make
comprehensive changes in business practices to achieve compliance. Specifically, to be in
compliance, companies will need to create a governance structure for data protection compliance
and appoint a Data Protection Officer. They will also have to create or amend internal data
protection, human resources and cyber policies and introduce Privacy by Design for new
products and processes.
Figure 14. What are the top two barriers to GDPR compliance?
Two responses allowed

The need to make comprehensive changes in
business practices

60%

Insufficient budget to invest in additional staffing

37%

Unrealistic demands from the regulation (and
regulators)

35%

Insufficient budget to invest in appropriate
security technologies

34%

The lack of privacy experts knowledgeable about
a global response to a data breach

29%
3%

None of the above
Other

2%
0%

Ponemon Institute© Research Report

10%

20%

30%

40%

50%

60%

70%

Page 14

Required GDPR security actions are difficult to address. As shown in Figure 15, most
companies are not prepared to address GDPR requirements with required security actions. The
most difficult requirement to meet is the ability to restore the availability and access to personal
data in a timely manner in the event of a physical or technical incident (47 percent of
respondents) and the pseudonymization and encryption of personal data (39 percent of
respondents).
Figure 15. Which of the following actions in GDPR is your organization prepared to
address?
More than one choice allowed

The ability to restore the availability and access
to personal data in a timely manner in the event
of a physical or technical incident

47%

The pseudonymization and encryption of
personal data

39%

The ability to ensure the ongoing confidentiality,
integrity, availability and resilience of processing
systems and services

32%

A process for regularly testing, assessing and
evaluating the effectiveness of technical and
organizational measures for ensuring the
security of the processing
None of the above

30%

12%
0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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Few companies are prepared to comply with the GDPR’s notification rules. According to the
rules, in the event of a personal data breach, the data controllers must notify the supervisory
authority “competent under Article 55,” which requires notice to be provided “without undue delay”
and, where feasible, not later than 72 hours after having become aware of it.” If notification is not
made within 72 hours, the controller must provide a “reasoned justification” for the delay. Notice is
not required if “the personal data breach is unlikely to result in a risk for the rights and freedoms
of natural persons.”
Only 31 percent of respondents are very confident (12 percent) or confident (19 percent) they can
comply with the GDPR’s notification rules. If they are confident, it is because they have the
necessary security technologies in place to be able to detect the occurrence of a data breach
quickly (48 percent of respondents), as shown in Figure 16. As discussed previously, of those
companies that have had a data breach, only 10 percent of respondents say they were able to
complete the notification process within 72 hours.
Figure 16. Reasons for confidence in complying with GDPR’s notification requirements
More than one choice allowed

Our organization has the necessary security
technologies in place to be able to detect the
occurrence of a data breach quickly

48%

Our organization’s incident response plan has
proven to be effective in providing timely
notification

44%

Our organization would be able to determine
quickly if the breach is unlikely to result in a “risk
for the rights and freedoms of natural persons”

15%

Our organization is able to provide notification
within 72 hours

13%

None of the above

11%

Other

5%
0%
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Most respondents do not believe the GDPR notification requirements benefit data breach
victims. Only 30 percent of respondents say the requirements are helpful to victims. Of these, 54
percent say the requirements ensure victims are notified quickly, and 45 percent of respondents
say they will have more details about the incident, as shown in Figure 17.
Figure 17. How do GDPR notification requirements benefit victims of a data breach?
Victims are provided with notice of the incident
quickly

54%

Victims are provided with more details about the
incident

45%

Other

5%

Unsure

13%
0%
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The Right to be Forgotten is considered the most difficult to implement. As shown in Figure
18, the Right to be Forgotten and Timely Breach Notification are the most difficult to implement
(81 percent and 69 percent of respondents, respectively). The Right to be Forgotten entitles data
subjects to receive the personal data concerning them, which they have previously provided in a
commonly used and machine readable format, and gives them the right to transmit the data to
another controller. As discussed previously, GDPR requires companies to notify regulators within
72 hours following awareness of the data breach.
The Right to Access is the right to obtain from the data controller confirmation as to whether
personal data concerning them is being processed, where and for what purpose. Further, the
controller shall provide a copy of their personal data, free of charge, in an electronic format. Sixtyfive percent of respondents believe the Right to Access is difficult to implement.
Data Portability is the right for a data subject to receive the personal data concerning them,
which they have previously provided in a commonly used and machine readable format, and have
the right to transmit that data to another controller. Forty-four percent of respondents say Data
Portability is difficult.
Privacy by Design is the inclusion of data protection from the onset of the designing of systems,
rather than as an addition. Only 40 percent of respondents believe this is difficult to implement.
Appointment of Data Protection Officers is mandatory for those controllers and processors
whose core activities consist of processing operations that require regular and systematic
monitoring of data subjects on a large scale of special categories of data or data relating to
criminal convictions and offenses. This is considered the least difficult to implement (31 percent of
respondents).
Figure 18. How difficult are the following data subject rights to implement within your
company?
Very Difficult and Difficult responses combined

81%

Right to be Forgotten
Timely breach notification

69%

Right to Access

65%
44%

Data Portability

40%

Privacy by Design
Data Protection Officers (if applicable to the
organization)

31%
0%
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Companies are most concerned about penalties and extended data protection rights for
individuals, including the right to be forgotten. The regulation calls for significant fines if the
company is not in compliance. As shown in Figure 19, 61 percent of respondents say they worry
most about new penalties of up to 100 million euros or 2 to 4 percent of annual worldwide
revenue, whichever is greater and 56 percent of respondents are concerned about extended data
protection rights for individuals, including the Right to be Forgotten.
Figure 19. What are your top concerns about non-compliance with GDPR?
Three choices allowed

New penalties of up to 100 million euros or 2 to 4
percent of annual worldwide revenue, whichever
is greater

61%

Extended data protection rights for individuals,
including the “right to be forgotten”

56%

New data breach reporting obligations

46%

Direct legal compliance obligations for “data
processors”

31%

New restrictions on profiling and targeted
advertising

30%

Tighter requirements for obtaining valid consent
to the processing of personal data

25%

Increased territorial scope, impacting more
businesses including many outside the EU

21%

Managing cultural expectations when
communicating with customers outside of the
U.S.

14%

Customer loss

12%

No concern

4%
0%
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How to overcome the challenges of global security risks and compliance
Global data breaches involving large volumes of data and/or involving high-value information are
the biggest security risk for companies. Steps that have been shown to reduce both the likelihood
and size of the data breach include the following:
1. Investments in governance, risk management and compliance (GRC) programs. GRC
programs establish a regulatory or internal framework for satisfying governance
requirements, evaluating risk across the enterprise and tracking how the organization
complies with established governance requirements.
2. Investment in enabling security technologies. These include security analytics, SIEM,
enterprise wide encryption and threat intelligence sharing platforms. Companies are reaping
the benefits of investing in technologies that improve the detection and escalation of a data
breach. As shown in this year’s study, the time to identify and contain a data breach has
decreased.
3. Recruitment and retention of knowledgeable personnel. Organizations with a chief
information security officer (CISO) and chief privacy officer (CPO) are more likely to have the
technologies and processes in place to respond to a data breach in a timely manner. It is also
important to ensure that the IT security and privacy functions work together (no silos) when
responding to a data breach.
4. Purchase of cyber and data breach insurance. These policies can help manage the financial
consequences of the incident. According to a recent Ponemon Institute study, data breaches
1
resulting in business disruption have a greater impact on information assets than on PPE.
5. Programs that preserve customer trust and loyalty. In a recent Ponemon Institute study, 65
percent of consumers say being a victim of a data breach caused them to lose trust in the
2
breached organization, and almost a third took steps to terminate their relationship.

1

The 2017 Global Risk Transfer Comparison Report, conducted by Ponemon Institute and sponsored by Aon Risk
Services, April 2017
2
The Impact of Data Breaches on Reputation & Share Value: A Study of Marketers, IT Practitioners and Consumers,
conducted by Ponemon Institute and sponsored by Centrify, May 2017
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Part 3. Methods
The sampling frame consisted of 16,902 individuals in IT, IT security and compliance and who are
involved in their companies’ compliance with global regulations for privacy and data security who
were selected as participants in this research. Table 1 shows 611 total returns. Screening and
reliability checks required the removal of 53 surveys. Our final sample consisted of 558 surveys
(3.3 percent response rate).
Table 1. Sample response
Sampling frame
Total returns
Rejected or screened surveys
Final sample

Freq

Pct%

16,902

100.00%

611

3.61%

53

0.31%

558

3.30%

Pie Chart 1 reports the respondents’ organizational level within participating organizations. By
design, 58 percent of respondents are at or above the supervisory level.
Pie Chart 1. Position level within the organization
5%

5%
17%

Senior executive/VP
Director
Manager

37%

Supervisor
21%

Technician/staff
Consultant

15%

Fifty percent of respondents indicated that their department reports to the CIO and 19 percent of
respondents report to the CSO/CISO, as shown in Pie Chart 2.
Pie Chart 2. Where the department reports to within the organization
3% 2% 2%
9%
To the CIO
To the CSO/CISO
Compliance leader

15%

50%

To the CTO
To the CPO
To the CFO
Other

19%
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Seventy percent of respondents are from IT departments with a full-time equivalent headcount of
more than 100 employees, as shown in Pie Chart 3.
Pie Chart 3. Size of your IT department in terms of full-time equivalent headcount
6%

2%

11%
Less than 50

22%

50 to 100
21%

101 to 1,000
1,001 to 10,000
10,001 to 25,000
Over 25,000

38%

Almost half of the respondents (48 percent) are from organizations with a global headcount of
more than 5,000 employees, as shown in Pie Chart 4.
Pie Chart 4. Worldwide headcount of the organization
8%

10%

13%

Less than 500
16%

500 to 1,000
1,001 to 5,000
5,001 to 25,000
25,001 to 75,000

27%

More than 75,000
26%
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Pie Chart 5 reports the industry classification of respondents’ organizations. This chart identifies
financial services (19 percent of respondents) as the largest segment, followed by public sector
(12 percent of respondents) and health and pharmaceuticals (11 percent of respondents).
Pie Chart 5. Primary industry classification
3%
3%
3%
3%

2% 4%

19%

5%
12%

6%

9%
11%
10%

Financial services
Public sector
Health & pharmaceutical
Industrial & manufacturing
Services
Retail
Energy & utilities
Consumer products
Communications
Entertainment & media
Hospitality
Transportation
Education & research
Other

10%

Part 4. Caveats to the Study
There are inherent limitations to survey research that need to be carefully considered before
drawing inferences from findings. The following items are specific limitations that are germane to
most Web-based surveys.
!

!

!

Non-response bias: The current findings are based on a sample of survey returns. We sent
surveys to a representative sample of individuals, resulting in a large number of usable
returned responses. Despite non-response tests, it is always possible that individuals who did
not participate are substantially different in terms of underlying beliefs from those who
completed the instrument.
Sampling-frame bias: The accuracy is based on contact information and the degree to which
the list is representative of individuals who are IT and IT security professionals involved in
their companies’ compliance with global regulations for privacy and data security. We also
acknowledge that the results may be biased by external events such as media coverage.
Finally, because we used a Web-based collection method, it is possible that non-Web
responses by mailed survey or telephone call would result in a different pattern of findings.
Self-reported results: The quality of survey research is based on the integrity of confidential
responses received from subjects. While certain checks and balances can be incorporated
into the survey process, there is the possibility that a subject did not provide accurate
responses.
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Appendix: Detailed Survey Results
The following tables provide the frequency or percentage frequency of responses to all survey
questions contained in this study. All survey responses were between March 28, 2017 and April
17, 2017.
Survey response
Total sampling frame
Total returns
Rejected surveys
Final sample

Freq
16,902
611
53
558

Screening questions
S1. How familiar are you with the GDPR?
Very familiar
Familiar
Not familiar
No knowledge (stop)
Total

Pct%
33%
41%
26%
0%
100%

S2. Will the GDPR impact your organization?
Yes, significant impact
Yes, some impact
Yes, nominal impact
No impact (stop)
Total

Pct%
45%
44%
11%
0%
100%

S3. What best describes your role in achieving compliance with global
regulations for privacy and data security?
Fully responsible for ensuring compliance
Partially responsible for ensuring compliance
Some involvement in ensuring compliance
No involvement in ensuring compliance (stop)
Total

Pct%
100.00%
3.61%
0.31%
3.30%

Pct%
21%
34%
45%
0%
100%

Part 1. Background
Q1a. Does your organization transfer or share consumer data with your
offices and third parties throughout the world?
Yes
No
Total

Ponemon Institute© Research Report

Pct%
78%
22%
100%

Page 24

Q1b. If yes, does your organization conduct the following practices with
your offices and third parties throughout the world? Please check all that
apply.
Data processing operations including the use of cloud infrastructure
Payment transaction processing
Identity, authentication and security management
Marketing and customer outreach
Application development and testing
Call centers and customer service operations
Data hygiene and quality control
Advertising and promotion campaigns
Research and development
Sales management
Other (please specify)
Total

Pct%
70%
59%
58%
56%
47%
44%
41%
40%
23%
19%
3%
460%

Q2a. Has your organization ever experienced a global data breach?
Yes
No (Proceed to Q7a)
Total

Pct%
51%
49%
100%

Q2b. How many global data breaches has your organization had in the
past 5 years?
Only once
2 to 3 times
4 to 5 times
More than 5 times
Can’t determine
Total

Pct%
34%
36%
14%
6%
10%
100%

Q2c. Where did the global breach(s) occur? Please select all that apply.
North America
Latin America & Mexico
Europe
Middle East & Africa
Asia-Pacific
Total

Pct%
58%
16%
43%
18%
35%
170%

Q2d. What were the root causes of these data breaches? Please select
all that apply.
Negligent insider
Cyber attack
Systems glitch
Data lost in physical delivery
Outsourcing data to a third party
Failure to protect actual documents
Malicious insider
Other (please specify)
Do not know
Total
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Q3. Does your organization have one or more incident response (IR)
plans in place to resolve global breaches?
Yes, we have one IR plan that is applied throughout the globe
Yes, we have separate IR plans at the country or regional level
No
Unsure
Total

Pct%
38%
27%
32%
3%
100%

Q4a. Did any of these global data breaches require your organization to
notify individuals (victims)?
Yes
No
Unsure
Total

Pct%
50%
47%
3%
100%

Q4b. If yes, how soon did you notify victims of the data breach?
Within 72 hours
Within a month
Between 2 and 5 months
More than six months
Unsure
Total

Pct%
10%
29%
38%
19%
4%
100%

Q4c. If yes, how effective was the notification process?
Very effective
Effective
Somewhat effective
Not effective
Unsure
Total

Pct%
14%
22%
25%
35%
4%
100%

Q5a. Was the global data breach related to a lost or stolen data-bearing
device?
Yes
No
Unsure
Total

Pct%
32%
63%
5%
100%
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Q5b. If yes, what was the data-bearing device(s)? Please select all that
apply.
Laptop computer
Smart phone
USB memory stick
Paper documents
Tablet computer
Desktop computer
PDA or other portable mobile device
Fax, printers & copy machines
Servers
External storage device
Routers
Unsure
Total

Pct%
45%
37%
25%
21%
17%
12%
11%
9%
8%
6%
3%
4%
198%

Q6. How did your organization find out about the global data breach?
Please select all that apply.

Pct%

We received a complaint from one of our customers that their data had
been lost or stolen

44%

By accident we discovered that the data in the custody of the vendor
was lost or stolen

36%

We discovered that our data had been lost or stolen during an audit or
assessment

26%

The vendor or third party who had the data breach notified us that our
data was lost or stolen
Law enforcement discovered the breach and informed us
Unsure how we found out
Total

18%
9%
7%
140%

Q7a. What best defines your organization’s level of preparedness to
respond to global data breaches by region? Please use the following
scale for each region: 1=very high level, 2=high level, 3=moderate level,
4=low level, 5=very low level.
North America
Latin America & Mexico
Europe
Middle East & Africa
Asia-Pacific
Average
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1 or 2 %
response
combined
54%
21%
67%
38%
44%
45%

3, 4, 5 %
response
combined
46%
79%
33%
62%
56%
55%
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Q7b. If you have a low or very low level of preparedness, what
consequences of a potential data breach are you most concerned
about? Please select your top three concerns.
Caused significant financial harm
Caused significant brand and reputation damage
Decreased customer and consumer trust in our organization
Made our organization more vulnerable to future breach and other
security incidents
Loss of productivity
Legal action
Regulatory fines
Negative media coverage
C-level executive was forced to resign
Decline in company’s share price
Other
Total

Pct%
60%
51%
50%
34%
27%
23%
19%
13%
11%
8%
4%
300%

Part 2. Attributions about global regulations
Q8. Following are attributions about global privacy and data protection
regulations. Please rate each statement using the scale provided below
each item to express your opinion. Strongly Agree and Agree
responses combined.

Pct%

Q8a. Compliance with global regulations will strengthen our
organization’s privacy and data protection practices.

41%

Q8b. Failure to comply with global regulations would have a detrimental
impact on our organization’s ability to conduct business globally.

69%

Q8c. Our senior leaders and board of directors are fully aware of our
organization’s state of compliance with global regulations.

30%

Q8d. The notification of data breach victims on a global scale is very
difficult to perform.

73%

Q8e. Our organization would consider closing its overseas operations
because of overly strict compliance requirements.

50%

Q8f. My organization’s senior leadership views compliance with global
privacy and data protection regulations a top priority.

38%

Part 3. Compliance with the GDPR
Q9. Using the following 10-point scale, please rate your organization’s
level of readiness to comply with the GDPR. 1 = not ready and 10 =
ready.
1 or 2
3 or 4
5 or 6
7 or 8
9 or 10
Total
Extrapolated average
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Q10. Relative to other data security requirements, how difficult will the
GDPR be to implement?
More difficult
Equally difficult
Less difficult
Cannot determine
Total

Pct%
58%
23%
8%
11%
100%

Q11a. Does your organization understand what it needs to do to comply
with the GDPR?
Yes
No
Total

Pct%
41%
59%
100%

Q11b. If yes, how is your company preparing for compliance with
GDPR? Please check all that apply.
Conducting an assessment of our ability to comply with the regulations
Investing in new technologies or services (i.e. analytics and reporting,
consent management, encryption) to prepare for the new requirements
Appointed a data protection officer under the GDPR
Allocated budget specifically for compliance with the GDPR
Closing our overseas operations (with high non-compliance rate)
Informing senior leadership and the board of directors about the
Regulation’s requirements
Terminating relationships with high risk third parties overseas
None of the above
Other (please specify)
Total
Q12a. Has your organization allocated budget specifically for
compliance with the GDPR?

Pct%
70%
57%
55%
48%
34%
29%
23%
11%
4%
331%

Yes
No
Unsure
Total

Pct%
47%
49%
4%
100%

Q12b. If yes, approximately, what is the dollar range that best describes
your organization’s annual budget for compliance with GDPR?
Less than $1 million
$1 to 5 million
$6 to $10 million
$11 to $15 million
$16 to $20 million
$21 to $25 million
$26 to $50 million
More than $50 million
Total
Extrapolated value (US$ millions)

Pct%
13%
23%
28%
19%
8%
6%
1%
2%
100%
$9.82
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Q13. What are the barriers to GDPR compliance? Please select the top
two barriers.
The need to make comprehensive changes in business practices
Insufficient budget to invest in additional staffing
Unrealistic demands from the regulation (and regulators)
Insufficient budget to invest in appropriate security technologies
The lack of privacy experts knowledgeable about a global response to a
data breach
None of the above
Other (please specify)
Total
Q14. What are your top concerns about non-compliance with GDPR?
Please select the top three concerns.
New penalties of up to 100 million euros or 2 to 4 percent of annual
worldwide revenue, whichever is greater
Extended data protection rights for individuals, including the “right to be
forgotten”
New data breach reporting obligations
Direct legal compliance obligations for “data processors”
New restrictions on profiling and targeted advertising
Tighter requirements for obtaining valid consent to the processing of
personal data
Increased territorial scope, impacting more businesses including many
outside the EU
Managing cultural expectations when communicating with customers
outside of the U.S.
Customer loss
No concern
Total
Q15. Which of the following security actions in GDPR is your
organization prepared to address? Please check all that apply.
The pseudonymization and encryption of personal data
The ability to ensure the ongoing confidentiality, integrity, availability and
resilience of processing systems and services
The ability to restore the availability and access to personal data in a
timely manner in the event of a physical or technical incident
A process for regularly testing, assessing and evaluating the
effectiveness of technical and organizational measures for ensuring the
security of the processing
None of the above
Total
Q16a. How confident is your organization that it can comply with the
GDPR’s notification rules as described above?
Very confident
Confident
Somewhat confident
Not confident
Total
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Pct%
60%
37%
35%
34%
29%
3%
2%
200%

Pct%
61%
56%
46%
31%
30%
25%
21%
14%
12%
4%
300%

Pct%
39%
32%
47%

30%
12%
160%

Pct%
12%
19%
27%
42%
100%
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Q16b. If yes, why are you confident?
Our organization has the necessary security technologies in place to be
able to detect the occurrence of a data breach quickly
Our organization’s incident response plan has proven to be effective in
providing timely notification
Our organization would be able to determine quickly if the breach is
unlikely to result in a “risk for the rights and freedoms of natural persons”
Our organization is able to provide notification within 72 hours
None of the above
Other (please specify)
Total

Pct%
48%
44%
15%
13%
11%
5%
136%

Q17a. Do you believe the GDPR notification requirement benefits
victims of a data breach?
Yes
No
Unsure
Total

Pct%
30%
59%
11%
100%

Q17b. If yes, why?
Victims are provided with notice of the incident quickly
Victims are provided with more details about the incident
Other
Unsure
Total

Pct%
54%
45%
5%
13%
117%

Q18. How difficult are the following GDPR data subject rights to
implement within your organization? Please use the difficulty scale
provided below each item. Very Difficult and Difficult response
combined.
Q18a. Timely breach notification
Q18b. Right to Access
Q18c. Right to Be Forgotten
Q18d. Data Portability
Q18e. Privacy by Design
Q18f. Data Protection Officers (if applicable to your organization)
Average

Pct%
69%
65%
81%
44%
40%
31%
55%

Part 4. Emerging global security risks
Following are attributions about your global security risks. Please rate
each statement using the scale provided below each item to express
your opinion. Strongly Agree and Agree responses combined.

Pct%

Q19a. Our organization’s existing security solutions are outdated and
inadequate to comply with a global data breach.

49%

Q19b. My organization has the right policies and procedures in place to
protect information assets and critical infrastructure in all overseas
locations.

39%

Q19c. My organization has the security technologies to adequately
protect information assets and IT infrastructure in all overseas locations.

40%

Q19d. My organization has the ability to manage cultural differences or
expectations about privacy and data security across all regions of the
world.

35%
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Q20. What emerging data security risks are your organization most
concerned about? Please select the top three risks.
Breaches involving large volumes of data
Breaches involving high-value information
Ransomware
Internet of Things (IoT)
Stealth and sophistication of cyber attackers
Emergence of hacktivism (i.e. activist- motivated hacking attempts)
Nation state attackers
Emergence of cyber syndicates
Malicious or criminal insiders
Cyber warfare or cyber terrorism
Total
Part 4. Your role
D1. What organizational level best describes your current position?
Senior executive/VP
Director
Manager
Supervisor
Technician/staff
Consultant
Total

Pct%
65%
50%
42%
30%
23%
23%
19%
18%
15%
15%
300%
Pct%
5%
17%
21%
15%
37%
5%
100%

D2. Where does your department report in the organization?
To the CFO
To the CTO
To the CIO
To the CSO/CISO
To the CPO
Compliance leader
Other
Total

Pct%
2%
9%
50%
19%
3%
15%
2%
100%

D3. What is the approximate size of your IT department in terms of fulltime equivalent (FTE) headcount?
Less than 50
50 to 100
101 to 1,000
1,001 to 10,000
10,001 to 25,000
Over 25,000
Total

Pct%
11%
21%
38%
22%
6%
2%
100%

D4. What is the worldwide headcount of your organization?
Less than 500
500 to 1,000
1,001 to 5,000
5,001 to 25,000
25,001 to 75,000
More than 75,000
Total

Pct%
10%
16%
26%
27%
13%
8%
100%
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D5. What industry best describes your organization’s industry focus?
Agriculture & food services
Communications
Consumer products
Defense & aerospace
Education & research
Energy & utilities
Entertainment & media
Financial services
Health & pharmaceutical
Hospitality
Industrial & manufacturing
Public sector
Retail
Services
Transportation
Other
Total

Pct%
1%
3%
5%
1%
2%
6%
3%
19%
11%
3%
10%
12%
9%
10%
3%
2%
100%

Please contact research@ponemon.org or call us at 800.877.3118 if you have any questions.

Ponemon Institute
Advancing Responsible Information Management
Ponemon Institute is dedicated to independent research and education that advances responsible
information and privacy management practices within business and government. Our mission is to conduct
high quality, empirical studies on critical issues affecting the management and security of sensitive
information about people and organizations.
We uphold strict data confidentiality, privacy and ethical research standards. We do not collect any
personally identifiable information from individuals (or company identifiable information in our business
research). Furthermore, we have strict confidentiality standards to ensure that subjects are not asked
extraneous, irrelevant or improper questions.
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