
Benefits of Precise ID® for healthcare 
portals:

• Automate patient enrollment process: 
Reduces operating costs by automating 
patient enrollment and decreasing 
dependency on manual processes 

• Build trusted patient relationship: 
Provides reassurance to patients that 
their personal health information is 
being protected

• Streamline the patient experience: 
Provides protection and security 
without burdening patients with 
increased wait times and complexities 

• Meet regulatory requirements: 
Complies with HIPAA and Meaningful 
Use Stage 2 security requirements

• Uphold industry best practices: 
Supports National Institute of 
Standards and Technology (NIST) 
levels 2 and 3 for identity proofing and 
authentication

Experian Health’s Precise ID® for 
healthcare portals provides healthcare 
organizations with a way to confidently 
authenticate patients and reduce risk 
during enrollment. It combines state-
of-the-art identity proofing, risk-based 
authentication and knowledge-based 
questions with industry-leading data 
sources to help healthcare organizations 
securely verify each patient’s identity. 
Our solution automates the patient portal 
enrollment process, allowing healthcare 
organizations to remove manual processes 
and optimize resources while securing 
patient information and supporting a 
positive patient experience. 

Solution strength & reputation

Our solution is trusted by the largest 
banks, retailers, public and private health 
systems and government agencies. It has 
been assessed and certified1 as meeting 
National Institute of Standards and 
Technology (NIST) levels of assurance 

2 and 3 identity proofing. Additionally, 
Precise ID for healthcare portals is 
compliant with Meaningful Use Stage 
2 requirements and allows healthcare 
organizations to exceed security standards 
required to verify patient, beneficiary and 
provider identities while granting secure 
access to patient information. 

How it works 

A patient requests access or receives an 
invitation to enroll in a patient portal. 
The health organization’s portal connects 
to Experian Health, which presents 
knowledge-based questions to the patient 
to verify and validate their identity. These 
questions leverage Experian’s robust data 
sources and are configurable to meet 
each individual healthcare organization’s 
business requirements. Patient responses 
are received and analyzed with identity 
and fraud risk, and the overall identity risk 
is determined and scored. 

Precise ID® for healthcare portals
Secure, real-time identity proofing and authentication

HITECH Act incentives and patient engagement efforts have 
prioritized the need to make patient information secure 
and accessible to patients and providers. Balancing the 
complexities and demands of HITECH, HIPAA, and Meaningful 
Use regulations, while keeping patients happy, can be taxing 
on a healthcare organization. And as access to and usage of 
online patient portals rises, so does the risk of a portal breach 
and the need to secure personal information and protect health 
organizations reputations becomes more critical. 
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If the score is below the determined risk 
threshold, access is granted to the portal. 
If the score exceeds the determined risk 
threshold, the patient is referred to the 
health organization to provide further 
verification

About Experian Health

Experian Health delivers the healthcare 
industry’s only solution that orchestrates 
every facet of the revenue cycle, resulting 
in greater patient engagement, facilitating 
a touchless workflow and fostering 
client-driven innovation with unmatched 
payment certainty. Over 2,900 hospitals 
and more than 10,000 medical and 
ancillary groups representing over 100,000 
providers across the United States rely on 
us for an integrated, end-to-end financial 
platform. 

Achieving full financial strength, however, 
also requires addressing data privacy 
and security concerns that are at an 
all-time high. Our clients rely on us to 
avoid potential fraud losses and portal 
breaches related to health data protection 
and management – from electronic code 
verification to bank-level authentication 
access for patient portals. 

To find out more about Precise ID for 
healthcare portals, contact your local 
Experian Health sales representative, visit 
www.experian.com/healthportalprotection 
or call 1 800 930 9095.

www.experian.com/healthportalprotection

