
Perspective

Identity management is a win-win

Identity-related fraud exposure and losses continue to grow, and the underlying schemes have elevated 
in complexity. Because it’s more difficult to perpetrate “card present” fraud post chip-and-signature 
rollout here in the United States, bad guys are more motivated, and getting better at identity theft and 
synthetic identity attacks. Their organized nefarious response takes the form of alternate attack routes 
and methodologies - which means you need to stamp out any detected exposure point in your fraud 
prevention strategies as soon as it’s identified. 

Experian’s recently published 2018 Global Fraud 
and Identity Report suggests two-thirds of 
consumers -  or seven out of every 10 - want to 
see visible security protocols when they transact. 
But an ever-growing percentage, fueled in no 
small part by tech-savvy millennials, expect to 
be recognized with little or no friction. In fact, 
42 percent of surveyed consumers who said 
they would do more transactions online if there 
weren’t so many security hurdles to overcome  
were millennials. 

So how do you implement identity and account 
management procedures that are effective, 
and in some cases obvious, while being passive 
enough to avoid adding friction to the user 
experience? In other words, from the consumer’s 
perspective: “Let me know that you know who 
I am and are protecting me without making it 
too difficult when I want to access  or manage        
my account.”

Advance your strategy with fraud trends 
from our 2018 Global Fraud and Identity 
Report.
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How well can you detect, segment, and proportionally treat fraudulent attacks? We 
can help you mitigate fraud while protecting the customer experience.

Learn more

Let’s get on thing out of the way first. This isn’t a one-time project or effort. It’s a commitment to 
continually informing your account manager strategies with updated identity intelligence. You need to 
make better decisions about when to let a low-risk account transaction (monetary or nonmonetary) 
pass and when to double down a bit and step up authentication or risk assessment checks. This is most 
easily accomplished through a single, real-time access point to a myriad of services that should, at the 
very least, include: 

Identity verification and reverification checks for ongoing reaffirmation of your customer identity 
data quality and accuracy. Know Your Customer program requirements, anyone?

Targeted identity risk scores and underlying attributes designed to isolate identity theft, first- 
party fraud and synthetic identity. Fraud risk comes in many flavors. So should your analytics. 

Device intelligence and risk assessment. A customer identity is no longer just their name, 
address, Social Security number and date of birth. It’s their phone number, email address and 
the various devices they use to access your services as well. Knowing how that combination of 
elements presents itself over time is critical.

Layered, passive or more active authentication, such as document verification, biometrics, 
behavioral metrics, knowledge-based verification and alternate data sources. 

Ongoing identity monitoring, proactive alerting and segmentation of customers whose identity 
risk has shifted to the point requiring further investigation. 

Orchestration, workflow and decisioning capabilities that allow your team to make sense of 
the many innovative options available in customer recognition and risk assessment - without a 
“kitchen sink problem” approach that will undoubtedly be way too costly in dollars spent and good 
customers annoyed. 

Fraud attacks are dynamic. Your customers’ perceptions and expectations will continue to evolve. 
The markets you address and the services you provide will vary in risk and reward. An innovative 
marketplace of identity management services can be overwhelming. Make sure your strategic identity 
management partner has good answers to all of this so you can future-proof your investments. 
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